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Axfast AB (publ)
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Férvaltningsberattelse
Styrelsen fér Axfast AB (publ) (556032-3379) far harmed avge arsredovisning och koncernredovisning for rakenskapsaret 2023-01-01 - 2023-12-31.

Féretaget har sitt site i Stockholm. Arsredovisningen ar upprittad i svenska kronor.

Information om verksamheten

Axfast ar en av fyra fristdende koncerner inom Axel Johnson Gruppen med en gemensam &gare, Antonia Ax:son Johnson med familj. Bolaget investerar
i kontors-, handels-, hotell- och logistikfastigheter pa den svenska fastighetsmarknaden. Fastighetsportféljen &r idag koncentrerad till Stockholm,
marknaden med starkast ekonomisk tillvaxt i Sverige. Koncernen har ett starkt fokus pa fastighetsutveckling, med en standig process att utveckla
bolagets fastighetsbestand. Samtliga fastigheter dgs via dotterbolag. Forvaltningen sker i Axfast AB dér all personal &r anstalld.

Agarforhallanden
Bolaget &gs till 100 procent av Axfast Holding AB som i sin tur &gs till 75 procent av Antonia Ax:son Johnson, till 20 procent av Alexandra Mérner och till
5 procent av Géran Ennerfelt.

Visentliga hdandelser under aret

Ar 2023 har varit ett starkt ar for Axfast som aterigen levererat den hogsta omsattningen och det hogsta driftnettot i bolagets historia. Detta tack vare
fortsatta forvarv genomforda projekt och en hég indexupprakning av hyrorna. Vardemassigt har vi sett en nedgang i fastighetsvardena i hela Sverige
som en foljd av kraftigt stigande rantor under aret och darmed hojda avkastningskrav. Vardenedgangen for bolagets portfolj uppgick till -2,3 procent
for aret, vilket dock var betydligt battre dn for branschsnittet totalt som landade pa -7,4 procent enligt MSCl:s index.

Under aret tilltradde Boston Consulting Group sina totalrenoverade kontorsytor i projektfastigheten Jakob Mindre 11, vilket innebar att fastighetens
samtliga kontorsytor nu &r fullt uthyrda.

Hyresavtal tecknades bland annat med Evolution Services Sweden i den nyférvarvade fastigheten Skotten 6 som darmed &r fullt uthyrd avseende
kontorsytorna. Axfast genomférde under aret dven sin forsta uthyrning till en co-working aktér da Helio flyttade in pd knappt 1 400 kvadratmeter i
kvarteret Bryggmastaren pa Gamla Brogatan.

Under aret har ombyggnationsprojektet pa logistikfastigheten Jordbromalm 4:8 16pt pa och hyresgasten Storex flyttar in under 2024. Projektet
omfattar cirka 8 500 kvadratmeter.

Nyuthyrningarna for aret uppgick till cirka 4 700 kvadratmeter och till en hyra om knappt 37 Mkr. Nettouthyrningen for perioden uppgick till -14 Mkr.
Den kontrakterade uthyrningsgraden i bestandet uppgar vid aret slut 96,2 procent. Under éret har det dven genomforts omférhandlingar av en
hyresvolym om 33 Mkr till en hyresékning om 10,7 procent.

| augusti bekraftades bolagets kreditrating, BBB med stabila utsikter, fran kreditvarderingsinstitutet Nordic Credit Rating. Det publika ratingbetyget ger
battre tillgang till upplaning fran kapitalmarknaden till konkurrenskraftigare villkor och bidrar darmed till en 6kad diversifiering och riskspridning.

Per 2023-12-31 &ger Axfast AB 21 fastigheter via dotterbolag. Marknadsvirdet pa fastigheterna har bedémts uppga till 20 767 Mkr (19 318 Mkr).
Fastigheterna har varderats externt av Forum Fastighetsekonomi eller Cushman & Wakefield och vardeférandring under aret uppgar till -2,3 procent
(1,3 procent).

Resultat

Hyresintdkterna uppgick under 2023 till 868 Mkr (704). | ett mellan aren jamforbart bestand 6kade hyresintakterna med 12 procent, fran 704 Mkr 2022
till 789 Mkr 2023.De hogre hyresintakterna forklaras huvudsakligen av hyresavtalens indexreglering som for 2023 uppgick till knappt 10,9 procent. Den
kontrakterade uthyrningsgraden i bestandet uppgar vid arets slut till 96 procent (97).

Axfast redovisar ett driftnetto pa 643 Mkr (514), vilket motsvarar en driftnettodkning med 25 procent jamfért med 2022. Det 6kade driftnettot
forklaras delvis av forvérvet av Skotten 6 som genomférdes i januari 2023. For ett mellan aren jamférbart bestand 6kar driftnettot med 14 procent,
fran 514 Mkr 2022 till 585 Mkr 2023. Bolaget redovisar en éverskottsgrad om 74 procent (73). Fastighetsportféljens orealiserade vardeférandring
uppgick till -393 Mkr (238), vilket i huvudsak forklaras av hjda avkastningskrav inom samtliga segment. For koncernens rantederivat uppgick den
orealiserade vardeférandringen till -133 Mkr (175) som ett resultat av fallande langa marknadsréntor under slutet av aret.

Investeringar
| januari férvarvades fastigheten Skotten 6 i Stockholm av Atrium Ljungberg. Fastigheten omfattar cirka 13 800 kvadratmeter fordelat pa kontors-,
butiks- och lagerytor. Koncernens investeringar i befintliga fastigheter i form av ombyggnad uppgick till 298 Mkr (217 Mkr).

Finansiell stdllning
Arets kassafléde uppgick till 199 Mkr (-14 Mkr). Likvida medel uppgick per den 31 december till 417 Mkr (218). Koncernens externa rintebirande
upplaning uppgick till 5 432 Mkr (3 827). Det synliga egna kapitalet i koncernen uppgick till 13 373 Mkr (13 263).

Moderbolaget

Moderféretagets verksamhet omfattar teknisk och ekonomisk forvaltning av koncernens fastigheter. Redovisad nettoomséttning utgjorde 43 Mkr (34).
Moderbolaget finansieras genom forvaltningsarvoden fran dotterbolag. Resultatet efter finansiella poster uppgick till 8 Mkr (9). Moderféretagets egna
kapital per 31 december 2023 uppgick till 3 991 Mkr (3 966). Antalet anstéllda vid arets slut var 14 (14). Bolagets soliditet uppgick till 60 procent (64).
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Flerarséversikt/nyckeltal

Koncernen 2023 2022 2021* 2020* 2019*
Intakter (Mkr) 868 704 572 564 594
Driftnetto (Mkr) 643 514 409 374 402
Forvaltningsresultat (Mkr) 381 368 283 - -
Resultat efter skatt (Mkr) -127 625 1869 54 263
Overskottsgrad 74% 73% 72% 66% 68%
Kontrakterad uthyrningsgrad 96% 97% 97% 94% 95%
Bokfort varde forvaltningsfastigheter (Mkr) 20767 19318 18 864 6436 6521
Extern finansiering (Mkr) 5432 3827 3987 2814 2745
Eget kapital (Mkr) 13131 13263 12642 3738 3687
Beléningsgrad 26% 20% 21% 18% 19%
Réantetackningsgrad (ggr) 2,7 4,7 4,9 6,0 4,1
Miljocertifiering forvaltningsbestandet, % (antal) 90,0 75,0 65,0 32,0 11,0
Moderforetaget 2023 2022 2021* 2020* 2019*
Nettoomsattning (Mkr) 43 34 35 33 34
Balansomslutning (Mkr) 6 693 6289 6762 5688 6 050
Soliditet (%) 60% 64% 58% 69% 65%
Antal anstéllda 14 14 12 12 12

*Den finansiella information som presenteras fore 1 januari 2021 har ej raknats om till IFRS utan presenteras i enlighet med tidigare
redovisningsprinciper BFNAR 2012:1 (K3) vilket paverkar jamforbarheten mellan aren. Brister i jamférbarheten beror huvudsakligen pa att enligt
tidigare redovisningsprinciper har férvaltningsfastigheter ej redovisats till verkligt varde, vilket innebar att resultatet for tidigare perioder paverkas av
avskrivningar pa fastigheter. Enligt IFRS redovisas fastigheterna till verkligt varde och fastigheternas orealiserade virdeférandring redovisas i resultatet.
Dessutom har driftnettot under K3 belastats med kostnader avseende tomtrattsavgald till skillnad mot IFRS redovisningen dar kostnad for
tomtréttsavgalder redovisas som en rintekostnad pa leasingskulder inom finansnettot. Forvaltningsresultat rapporterades inte i den tidigare K3
redovisningen och darfor presenteras inget varde for perioden 2018 - 2020.

Alternativa nyckeltal (APM), se sid 38-39 for definitioner, syfte och harledning.

Framtida utveckling
Axfastkoncernens fastighetsbestand ar koncentrerat till Stockholm, en region med stark ekonomisk tillvéxt. Det langsiktiga malet &r en balanserad

fastighetsportfolj inom segmenten kontor, handel, hotell och logistik.

Risker och osdkerhetsfaktorer
Axfasts risker kan i huvudsak delas upp i tva kategorier, affarsméassiga och finansiella risker.

De affarsmassiga riskerna ar en naturlig del av bolagets verksamhet och utgors av risker for forlorade hyresintékter, 6kade vakanser samt
vardeforandringar i fastighetsbestdndet. For att reducera affarsrisken har bolaget valt att koncentrera fastighetsbestandet till Stockholm, en region
med stark ekonomisk tillvaxt. Fastigheterna ligger i utvalda lagen, med en stabil och differentierad hyresgaststruktur och en valférdelad forfallostruktur
avseende hyresstocken. En forandring av hyresintakterna med 1 procent per 1 januari skulle paverka 2024 ars resultat fore skatt med 9 Mkr.

Finansiella risker &r de risker som bolaget &r exponerat mot genom skuldportféljen. Bolaget stravar efter en lag finansiell risk och belaningen &r i
jamforelse med branschen i 6vrigt 1ag. Koncernens soliditet uppgar vid arsskiftet till 59 procent (65). Rantekostnaderna utgor en av de storre
kostnadsposterna for Axfast och forutsattningarna pa rantemarknaden kan férandras snabbt. Vid hantering av ranterisken tas alltid hansyn till hur
kanslig bolagets balans- och resultatrékning ar for ranteforandringar. Finansiering laggs i forsta hand upp med kort bindningstid och ranterisken
hanteras sedan med hjalp av derivat. Bolagets genomsnittliga rantebindningstid uppgick vid arsskiftet till 3,5 ar (4,0).

Bolagets fastigheter redovisas till verkligt varde. Forvaltningsfastigheterna varderas vid varje kvartalsskifte dar varderingarna vid varje hel- och
halvarsskifte utférs av Cushman & Wakefield Sweden AB och Forum Fastighetsekonomi AB och vid resterande tillfallen genomférs internvarderingar av
Axfast.

Vardeforandringar i fastighetsbestandet paverkas i hog grad av hur Axfast lyckas utveckla och féradla fastighetsbestandet samt kund- och
avtalsstrukturen. Fastighetsvardenas utveckling paverkas av férandringar i rantelaget, den allmanna konjukturutvecklingen, férvantningar pa
hyrestillvaxt, den lokala utbuds- och efterfragebalansen, majligheten till lanefinansiering samt avkastningskravens utveckling. Vid arets utgédng uppgick
fastigheternas varde till 20 767 Mkr.

Hallbarhet

For Axfast &r det av stor vikt att kunna erbjuda kunder och medarbetare hilsosamma och sikra arbetsmiljéer. Vi vill skapa en héllbar fastighetsportfolj i
en varld i férandring. Som en del i arbetet har bolaget under aret energinventerat samtliga fastigheter. Under aret har dessutom ytterligare fyra
fastigheter miljocertifierats. Vid utgdngen av 2023 &r 90 procent av bolagets fastigheter miljocertifierade enligt BREEAM In-Use.

Forslag till vinstdisposition
Till &rsstimmans forfogande star féljande vinstmedel:

Balanserad vinst 3957 200

Arets resultat 29153
3986 353

Disponeras sa att:

Till aktiedgare utdelas (100 kronor per aktie) 4000

I ny rékning overfores 3982 353
3986 353
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Axfast AB (publ)
556032-3379

KONCERNENS RAPPORT OVER RESULTATET 2023-01-01 2022-01-01
Belopp i tkr Not -2023-12-31 -2022-12-31
Hyresintakter 3 866 100 703 404
Ovriga intékter 4 2248 686
Totala intakter 868 348 704 090
Driftkostnader -72 504 -56 616
Underhallskostnader -21 682 -19 983
Fastighetsskatt -86 090 -78 656
Fastighetsadministration 5 -44. 735 -35 200
Totala fastighetskostnader -225011 -190 455
Driftnetto 643 337 513 635
Avskrivningar 12 -1 269 -961
Resultat efter avskrivningar 642 068 512 674
Centrala administrationskostnader 5,6,7 -25 160 -22 476
Finansiella intakter 8 9365 943
Finansiella kostnader 9 -220 990 -99 598
Rantekostnad leasingskuld 13 -23 801 -23 801
Finansnetto -235 426 -122 456
Forvaltningsresultat 381482 367 742
Vardeférandringar

Fastigheter 11 -392 787 238 042
Rantederivat 14,19 -133 932 174 602
Resultat fore skatt -145 237 780 386
Skatt 10 17 977 -155714
Arets resultat -127 260 624 672
Arets resultat 4r i sin helhet hanférlig till moderforetagets aktiesgare.

KONCERNENS RAPPORT OVER TOTALRESULTAT 2023-01-01 2022-01-01
Belopp i Tkr Not -2023-12-31 -2022-12-31
Arets resultat -127 260 624 672
Ovrigt totalresultat 0 0
Ovrigt totalresultat for aret, efter skatt 0 0
Arets totalresultat -127 260 624 672

Arets totalresultat ar i sin helhet hanforlig till moderforetagets aktiedgare.
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Axfast AB (publ)
556032-3379

KONCERNENS RAPPORT OVER FINANSIELL STALLNING

Belopp i tkr Not 2023-12-31 2022-12-31
TILLGANGAR

Forvaltningsfastigheter 11 20767 000 19 318 000
Materiella anldaggningstillgangar 12 11 349 8933
Nyttjanderattstillgangar 13 965 051 778 935
Derivatinstrument 14,19 17 247 98 839
Summa anlaggningstillgangar 21760 647 20 204 707
Kundfordringar 14,19 5653 0
Derivatinstrument 14,19 2113 421
Ovriga fordringar 6 060 10 329
Forutbetalda kostnader och upplupna intakter 14,15 90 567 64 437
Likvida medel 14,16 416 948 218 347
Summa omsattningstillgangar 521 341 293534
SUMMA TILLGANGAR 22 281 988 20 498 241
EGET KAPITAL OCH SKULDER

Eget kapital

Aktiekapital 18 4000 4000
Reserver 800 800
Balanserade vinstmedel inklusive arets resultat 13 126 603 13 257 866
Summa eget kapital hanforligt till moderféretagets dgare 13131 403 13 262 666
Summa eget kapital 13131 403 13 262 666
Skulder till kreditinstitut 14,19 3803 450 1727703
Uppskjuten skatteskuld 10 2344190 2394 506
Derivatinstrument 14,19 61 826 7794
Langfristiga leasingsskulder 13,19 929 740 749 183
Summa langfristiga skulder 7 139 206 4 879 186
Skulder till kreditinstitut 14,19 1616 557 2089533
Leverantorsskulder 14,19 33431 40923
Aktuella skatteskulder 10 22741 19 585
Kortfristiga leasingskulder 13,19 29 361 23 802
Ovriga kortfristiga skulder 14,19,20 16 405 8095
Upplupna kostnader och forutbetalda intakter 14,19,21 292 884 174 451
Summa kortfristiga skulder 2011379 2 356 389
SUMMA EGET KAPITAL OCH SKULDER 22 281 988 20 498 241
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Axfast AB (publ)
556032-3379

KONCERNENS RAPPORT OVER FORANDRING | EGET KAPITAL

Eget kapital hanforligt till moderféretagets dgare

Summa eget kapital

Balanserade hanforligt till

Ovrigt tillskjutet vinstmedel inkl. moderforetagets Summa eget
Belopp i tkr Aktiekapital kapital Reserver  arets resultat agare kapital
Ingaende eget kapital 2022-01-01 4000 0 800 12 637 186 12 641 986 12 641 986
Arets resultat 0 0 0 624 672 0 624 672
Ovrigt totalresultat 0 0 0 0 0 0
Arets totalresultat 0 0 0 624 672 624 672 624 672
Transaktioner med koncernens dgare
Utdelning 0 0 0 -4 000 -4 000 -4 000
Summa 0 0 0 -4 000 -4 000 -4 000
Utgaende eget kapital 2022-12-31 4000 0 800 13 257 855 13 262 655 13 262 655
Arets resultat 0 0 0 -127 260 0 -127 260
Ovrigt totalresultat 0 0 0 0 0 0
Arets totalresultat 0 0 0 -127 260 -127 260 -127 260
Transaktioner med koncernens dgare
Utdelning 0 0 0 -4 000 0 -4 000
Summa 0 0 0 -4 000 -4 000 -4 000
Utgaende eget kapital 2023-12-31 4000 0 800 13 126 603 13 131 403 13 131 403
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Axfast AB (publ)
556032-3379

KONCERNENS RAPPORT OVER KASSAFLODE 2023-01-01 2022-01-01
Belopp i tkr Not -2023-12-31 -2022-12-31
Den I6pande verksamheten
Resultat fore skatt -145 237 780 386
Justering for poster som inte ingar i kassaflodet 527988 -411 683
Betalda skatter -31962 8923
Kassaflode fran den lopande verksamheten fére forandringar av 350 789 377 626
rorelsekapital
Kassaflode fran forandringar av rérelsekapital
Forandringar av rorelsefordringar -13 019 -18 431
Forandringar av rorelseskulder 94 424 8 388
Kassaflode fran den I6pande verksamheten 432 194 367 583
Investeringsverksamheten
Forvarv av forvaltningsfastigheter -1520 198 0
Investeringar i materiella anlaggningstillgangar -314 398 -217 533
Kassaflode fran investeringsverksamheten -1834 596 -217 533
Finansieringsverksamheten 22
Upptagna lan 2325000 720 000
Amortering av lan -720 000 -880 000
Amortering av leasingskuld
Utbetald utdelning -4 000 -4 000
Kassaflode fran finansieringsverksamheten 1601 000 -164 000
Arets kassaflode 198 598 -13 950
Likvida medel vid arets borjan 16 218 347 232297
Arets kassaflode 198 601 -13 950
Kursdifferens i likvida medel 0 0
Likvida medel vid arets slut 416 948 218347
TILLAGGSUPPLYSNINGAR TILL KASSAFLODE

2023-01-01 2022-01-01
Belopp i Tkr -2023-12-31 -2022-12-31
Betalda och erhallna réntor
Erhallen ranta 9365 943
Erlagd ranta -200 057 -99 106
Justeringar for poster som inte ingar i kassaflodet
Avskrivningar av tillgdngar 1269 961
Vardeforandring fastigheter 392 787 -238 042
Vardeforandring rantederivat 133932 -174 602
Totala justeringar f6r poster som inte ingar i kassaflodet 527 988 -411 683
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Axfast AB (publ)
556032-3379

KONCERNENS NOTER
Not 1 Vasentliga redovisningsprinciper

Denna arsredovisning och koncernredovisning omfattar det svenska moderféretaget Axfast AB (publ) med organisationsnummer 556032-3379
och dess dotterforetag. Axfast &r en av fyra fristdende koncerner inom Axel Johnson Gruppen. Bolaget investerar i kontors-, handels, hotell,
bostads- och logistikfastigheter pa den svenska fastighetsmarknaden.

Moderforetaget ar ett aktieforetag registrerat i och med sate i Stockholm, Sverige. Huvudkontorets adress ar Kungsgatan 57, 111 22 Stockholm.

Styrelsen har den 17 maj 2024 godként denna arsredovisning och koncernredovisning vilken kommer att ldggas fram fér antagande vid
arsstimma 17 maj 2024.

Grunder for koncernredovisningen

Koncernredovisningen har upprattats i enlighet med International Financial Reporting Standards (IFRS) utgivna av International Accounting
Standards Board (IASB) och tolkningar som utférdats av IFRS Interpretations Committee (IFRS IC) sdsom de antagits av Europeiska Unionen (EU).
Vidare tillampar koncernen arsredovisningslagen (1995:1554) och RFR 1 "Kompletterande redovisningsregler for koncerner" utfdrdad av Radet
for finansiell rapportering.

Koncernredovisningen har upprattats utifran antagandet om fortlevnad (going concern). Tillgangar och skulder vdrderas med utgangspunkt i
anskaffningsvardet med undantag for forvaltningsfastigheter och vissa finansiella instrument som ar varderade till verkligt varde.
Koncernredovisningen &r uppréattad i enlighet med forvarvsmetoden och samtliga dotterfoéretag, i vilka bestédmmande inflytande innehas,
konsolideras fran och med det datum detta inflytande erhélls.

Att uppréatta rapporter i 6verensstimmelse med IFRS kraver att flera uppskattningar gors av ledningen for redovisningsandamal. De omraden
som innefattar en hog grad av bedémning, som ar komplexa eller sadana omraden dar antaganden och uppskattningar &r av védsentlig betydelse
for koncernredovisningen, anges i Not 2 Vasentliga uppskattningar och bedémningar. Dessa bedémningar och antaganden baseras pa historiska
erfarenheter samt andra faktorer som bedéms vara rimliga under radande omstandigheter. Faktiskt utfall kan skilja sig fran gjorda bedémningar
om gjorda bedémningar dndras eller andra forutsattningar foreligger.

Moderforetaget tillampar samma redovisningsprinciper som koncernen utom i de fall som anges under avsnittet "Moderforetagets
redovisningsprinciper". Moderforetaget tillampar arsredovisningslagen (1995:1554) och RFR 2 Redovisning for juridiska personer. De avvikelser
som férekommer foranleds av begransningar i mojligheterna att tillampa IFRS i moderforetaget till foljd av arsredovisningslagen samt gallande
skatteregler.

De nedan angivna redovisningsprinciperna har, om inte annat anges, tillimpats konsekvent pa samtliga perioder som presenteras i koncernens
finansiella rapporter.

Detta ar koncernens forsta finansiella rapporter som upprattas i enlighet med IFRS. Axfast har tillampat IFRS 1 Forsta gangen IFRS vid
upprittande av dessa finansiella rapporter. Overgdngen till IFRS beskrivs i mer detalj i Not 26 Overgang till IFRS.

Konsolidering

Dotterféretag

Dotterforetag ar alla foretag 6ver vilka Axfast har ett bestammande inflytande. Koncernen kontrollerar ett foretag nar den exponeras for eller har
ratt till rorlig avkastning fran innehavet i foretaget och har majlighet att paverka avkastningen genom sitt inflytande i foretaget. Dotterforetag
inkluderas i koncernredovisningen fran och med den dag da det bestammande inflytandet 6verfors till koncernen, och exkluderas ur
koncernredovisningen fran och med den dag da det bestammande inflytandet upphér.

Dotterforetag redovisas enligt forvarvsmetoden. Metoden innebar att forvarv av ett dotterféretag betraktas som en transaktion varigenom
koncernen indirekt forvarvar dotterforetagets tillgangar och 6vertar dess skulder. | forvarvsanalysen faststalls det verkliga vardet pa
forvarvsdagen av forvarvade identifierbara tillgdngar och 6vertagna skulder samt eventuella innehav utan bestammande inflytande.

Vid ett forvarv gors en bedomning om forvarvet utgor ett rorelse- eller ett tillgdngsforvarv. Vid varje forvarv tillampar Axfast det sa kallade
koncentrationstestet som innebar att koncernen gor en férenklad bedomning huruvida det verkliga vardet av bruttotillgangarna som forvarvas
kan hanforas till en tillgdng (fastighet/-er) eller en grupp av liknande tillgdngar. | de fallet testet pavisar att i allt vasentligt hela det verkliga vardet
av de bruttotillgdngar som férvarvats hanfor sig till en tillgang (fastighet/-er) eller en grupp av liknande tillgdngar, bedémer Axfast att forvarvet
skall klassificeras som ett tillgangsforvarv.

Axfasts forvarv klassificeras vanligen som tillgangsforvarv da forvarven i huvudsak avser fastigheter i form av férvaltningsfastigheter. Vid
tillgangsforvarv fordelas forvarvspriset inklusive forvarvskostnader pa de enskilda forvarvade tillgangarna och skulderna baserat pa deras verkliga
varden vid forvarvstidpunkten. Uppskjuten skatt redovisas inte pa de initiala temporéra skillnaderna. Full uppskjuten skatt redovisas pa
temporara skillnader som uppkommer efter forvarvet. Forvarvade forvaltningsfastigheter redovisas vid ndstkommande bokslutsdag till verkligt
vérde, vilket kan avvika fran anskaffningsvardet.

Transaktioner som
Koncerninterna fordringar och skulder, intdkter eller kostnader och orealiserade vinster eller forluster som uppkommer fran koncerninterna
transaktioner mellan koncernféretag, elimineras i sin helhet vid upprattandet av koncernredovisningen.
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Valuta

Funktionell valuta och rapporteringsvaluta

Den funktionella valutan for moderféretaget ar svenska kronor, vilken utgor rapporteringsvalutan fér moderforetaget och koncernen. Samtliga
belopp anges i tusentals kronor om inget annat anges.

Transaktioner i utldndsk valuta

Transaktioner i utlandsk valuta omraknas till den funktionella valutan till den valutakurs som foreligger pa transaktionsdagen. Monetara tillgangar
och skulder i utlandsk valuta raknas om till den funktionella valutan till den valutakurs som féreligger pa balansdagen. Icke-monetéra poster, som
varderas till historiskt anskaffningsvarde i en utlandsk valuta, raknas inte om. Valutakursdifferenser som uppstar vid omrakningarna redovisas i
arets resultat. Kursvinster och kursforluster pa rorelsefordringar och rorelseskulder redovisas i rorelseresultatet, medan kursvinster och
kursforluster pa finansiella fordringar och skulder redovisas som finansiella poster.

Klassificering

Anldggningstillgdngar och langfristiga skulder bestar i allt vasentligt av belopp som férvantas atervinnas eller betalas efter mer dn tolv manader
raknat fran balansdagen. Omsattningstillgangar bestar i allt vasentligt av belopp som férvantas realiseras under koncernens normala
verksamhetscykel som ar 12 manader efter rapportperioden. Kortfristiga skulder bestar i allt vasentligt av belopp som férvantas regleras under
koncernens normala verksamhetscykel som &r 12 manader efter rapportperioden.

Hyresintdkter

Koncernens hyresintdkter avser intdkter fran uthyrning av forvaltningsfastigheter. Hyresavtalen klassificeras i sin helhet som operationella
hyresavtal, da Axfast bedémer att koncernen behaller de ekonomiska fordelar och ekonomiska risker som ar forknippade med dgandet av
forvaltningsfastigheterna. Hyresintakterna redovisas i den period de avser. Redovisade hyreintakter har i forekommande fall reducerats med
vardet av lamnade hyresrabatter. | de fall hyreskontrakten ger en reducerad hyra under en viss period, periodiseras denna linjart 6ver den
aktuella kontraktsperioden. Erlagda ersattningar fran hyresgaster i samband med fortida avflyttning redovisas som intdkt i samband med att
avtalsforhallandet med hyresgasten upphor och inga dtaganden kvarstar, vilket normalt sker vid avflyttning.

Ersattningar till anstallda

Kortfristiga ersdttningar

Kortfristiga ersattningar till anstéllda sdsom 16n, sociala avgifter och semesterersattning kostnadsférs i den period nar de anstéllda utfor
tjansterna.

Pensionsplaner

Axfasts pensionsataganden omfattas av avgiftsbestamda pensionsplaner. En avgiftsbestamd pensionsplan &r en pensionsplan enligt vilken
koncernen betalar fasta avgifter till en separat juridisk enhet. Koncernen har inte nagra rattsliga eller informella forpliktelser att betala ytterligare
avgifter om denna juridiska enhet inte har tillrackliga tillgangar for att betala alla ersattningar till anstallda som hdnger samman med de anstalldas
tjanstgoring under innevarande eller tidigare perioder. Koncernen har darmed ingen ytterligare risk. Koncernens forpliktelser avseende avgifter
till avgiftsbestamda planer redovisas som en kostnad i resultatrakningen i den takt pensionsférmanerna intjanas genom att de anstallda utfort
tjanster at koncernen under perioden.

Axfast har pensionsplaner som sakerstélls genom féretagsagda kapitalférsakringar som ar pantsatta till forman for pensionsforpliktelserna.
Pensionsplanerna ar klassificerade som avgiftsbestdamda planer, och en pensionskostnad redovisas motsvarande inbetalda premier for aktuell
period. Vid pensionsutbetalning fran kapitalforsakring utgar sarskild loneskatt. Hirmed redovisas en avséttning for sarskild I6neskatt baserad pa
verkligt varde i kapitalforsdkringarna, samt en uppskjuten skattefordran.

Ersdttningar vid uppsédgning

En kostnad for ersattningar i samband med uppsagningar av personal redovisas endast om foretaget ar bevisligen forpliktigat, utan realistisk
mojlighet till tillbakadragande, av en formell detaljerad plan att avsluta en anstallning fére den normala tidpunkten. Nar erséttningar lamnas som
ett erbjudande for att uppmuntra frivillig avgang, redovisas en kostnad om det &r sannolikt att erbjudandet kommer att accepteras och antalet
anstallda som kommer att acceptera erbjudandet tillforlitligt kan uppskattas.

Finansiella intdkter och kostnader

Finansiella intékter

Finansiella intakter bestar av ranteintakter och eventuella realisationsresultat pa finansiella tillgangar. Rénteintakter redovisas i enlighet med
effektivrantemetoden. Effektivrantan ar den ranta som diskonterar de uppskattade framtida in- och utbetalningarna under ett finansiellt
instruments forvantade 16ptid till den finansiella tillgangens eller skuldens redovisade nettovarde. Berakningen innefattar alla avgifter som erlagts
eller erhallits av avtalsparterna som &r en del av effektivrantan, transaktionskostnader och alla andra 6ver- och underkurser. Finansiella intakter
redovisas i den period till vilken de hanfor sig.

Finansiella kostnader
Finansiella kostnader utgors framst av rantekostnader pa skulder vilka berdknas med tillimpning av effektivrantemetoden och av rantekostnader
pa leasingskulder. Finansiella kostnader redovisas i den period till vilken de hanfér sig.
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Inkomstskatter
Inkomstskatter utgors av aktuell skatt och uppskjuten skatt. Inkomstskatter redovisas i arets resultat utom da den underliggande transaktionen
redovisats i Ovrigt totalresultat eller i eget kapital varvid tillhérande skatteeffekt redovisas i Gvrigt totalresultat eller i eget kapital.

Aktuell skatt ar skatt som ska betalas eller erhallas avseende aktuellt ar, med tillimpning av de skattesatser som ar beslutade eller i praktiken
beslutade per balansdagen. Till aktuell skatt hor dven justering av aktuell skatt hanforlig till tidigare perioder.

Uppskjuten skatt redovisas i sin helhet, enligt balansrédkningsmetoden, pa alla temporéra skillnader som uppkommer mellan det skattemassiga
vérdet pa tillgdngar och skulder och dess redovisade varden. Temporara skillnader beaktas inte fér den initiala redovisningen av ett
tillgangsforvarv eftersom férvarvet inte paverkar vare sig redovisat eller skattepliktigt resultat. Vidare beaktas inte heller temporéra skillnader
hédnforliga till andelar i dotterféretag som inte férvantas bli aterférda inom 6verskadlig framtid. Varderingen av uppskjuten skatt baseras pa hur
och i vilken jurisdiktion de underliggande tillgangarna eller skulderna férvantas bli realiserade eller reglerade. Uppskjuten skatt berdknas med
tilldmpning av de skattesatser och skatteregler som ar beslutade eller aviserade per balansdagen och som foérvantas galla i den jurisdiktion nar
den berdrda uppskjutna skattefordran realiseras eller den uppskjutna skatteskulden regleras.

Uppskjutna skattefordringar avseende avdragsgilla temporara skillnader och underskottsavdrag redovisas endast i den man det ar sannolikt att
dessa kommer att kunna utnyttjas. Vardet pa uppskjutna skattefordringar reduceras nar det inte langre bedéms sannolikt att de kan utnyttjas.
Uppskjutna skattefordringar och uppskjutna skatteskulder kvittas om det finns en legal ratt att kvitta kortfristiga skattefordringar mot kortfristiga
skatteskulder och den uppskjutna skatten ar hanforlig till samma enhet i koncernen och samma skattemyndighet.

Forvaltningsfastigheter

Forvaltningsfastigheter &r fastigheter som innehas i syfte att generera hyresintékter och/eller vardestegringar. Férvaltningsfastigheter redovisas
initialt till anskaffningsvarde, inkluderat direkt hanforliga transaktionskostnader. Efter den initiala redovisningen redovisas férvaltningsfastigheter
till verkligt varde. Verkligt varde baseras i forsta hand pa avkastningsbaserade varderingar enligt kassaflodesmodellen vilket innebér att framtida
kassafloden som fastigheten forvantas generera prognostiseras och diskonteras till ett nuvarde.

For mer information om vérdering av Axfasts forvaltningsfastigheter, se Not 11 Forvaltningsfastigheter.

Saval orealiserade som realiserade vardefoérandringar redovisas i resultatrakningen. Intékter fran forséljning av fastigheter redovisas vid
frantradesdagen. Den orealiserade vardeférandringen berédknas utifran varderingen vid periodens slut jamfért med varderingen vid periodens
borjan alternativt anskaffningsvardet om fastigheten férvarvats under perioden med hansyn till periodens investeringar.

Tillkommande utgifter aktiveras nar det ar troligt att framtida ekonomiska fordelar forknipppade med utgiften kommer att erhéllas av koncernen
och dirmed &r virdehdjande, samt att utgiften kan faststallas med tillforlitlighet. Ovriga underhaliskostnader samt reparationer redovisas som
kostnader I6pande i den period de uppkommer.

Koncernen omklassificerar en fastighet fran en forvaltningsfastighet endast nar en d@ndring i anvandningsomradet sker. En dndring i
anvandningsomradet sker nar fastigheten uppfyller eller upphor att uppfylla definitionen av férvaltningsfastighet och det finns bevis for
dndringen i anvandningsomradet.

Materiella anldggningstillgangar

Materiella anldggningstillgangar redovisas som tillgang i balansrdkningen om det &r sannolikt att framtida ekonomiska férdelar kommer att
komma foretaget till del och anskaffningsvérdet for tillgangen kan berdknas pa ett tillforlitligt satt. Materiella anlaggningstillgdngar redovisas i
koncernen till anskaffningsvérde efter avdrag for ackumulerade avskrivningar och eventuella nedskrivningar. | anskaffningsvardet ingar
inkdpspriset samt utgifter direkt hanférbara till tillgangen for att bringa den pa plats och i skick for att utnyttjas i enlighet med syftet med
anskaffningen.

Det redovisade vardet for en tillgang tas bort fran balansrakningen vid utrangering eller avyttring eller nér inga framtida ekonomiska fordelar
véntas fran anvandning eller utrangering/avyttring av tillgdngen. Vinst eller férlust som uppkommer vid avyttring eller utrangering av en tillgang
utgors av skillnaden mellan forsaljningspriset och tillgangens redovisade varde med avdrag for direkta forsaljningskostnader. Vinst och forlust
redovisas som intakt respektive kostnad i koncernens rapport 6ver resultat.

Tillkommande utgifter

Tillkommande utgifter laggs till anskaffningsvardet endast om det &ar sannolikt att de framtida ekonomiska fordelar som ar férknippade med
tillgdngen kommer att komma koncernen till del och anskaffningsvardet kan beraknas pa ett tillforlitligt satt. Alla andra tillkommande utgifter
redovisas som kostnad i den period de uppkommer.

Avskrivningsprinciper
Avskrivning sker linjart 6ver tillgdngens berdknade nyttiandeperiod. De berdknade nyttjandeperioderna &r:
- Inventarier och installationer 5-10 &r

Tillimpade avskrivningsmetoder, restvarden och nyttjandeperioder omprévas vid varje ars slut.
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Leasingavtal

Axfast ar leasegivare avseende hyresvtal for fastigheter. | egenskap som leasetagare innehar Axfast avtal avseende tomtrétter och bilar. Vid
ingaendet av ett avtal faststaller koncernen om avtalet ar, eller innehaller, ett leasingavtal baserat pa avtalets substans. Ett avtal r, eller
innehaller, ett leasingavtal om avtalet Gverlater ratten att under en viss period bestamma 6ver anvandningen av en identifierad tillgang i utbyte
mot ersattning.

Koncernen som leasegivare
Koncernen ar leasegivare avseende hyresavtal for fastigheter och dessa hyresavtal redovisas som operationell leasing. Principer for redovisning
av erhallna leasinginbetalningar beskrivs under avsnittet hyresintakter.

Koncernen som leasetagare - Tomtrdtter

Axfast innehar dven tomtréattsavtal som uppfyller defintionen av ett leasingavtal. Da leasetagaren inte kan séga upp dessa leasingavtal redovisas
de som eviga leasingavtal. Bade nyttjanderéttstillgangar och leasingskulder hanférliga till tomtrattsavtal varderas enligt IFRS 16 till ett initalt
belopp. Eftersom skulden anses vara evig amorteras den inte, utan leasingbetalningarna blir i sin helhet réntekostnader. Saledes &r
leasingskuldens varde oférandrat till ndsta omfoérhandling av avgélden. Efter den initala varderingen enligt IFRS 16 védrderar koncernen
nyttjanderéttstillgangar hanforliga till tomtrattsavtal till verkligt varde om dessa klassificeras som férvaltningsfastigheter i enlighet med IAS 40.
Leasingskulden omvérderas om tomtrattsavgalden forandras och motsvarande justering gors av nyttjanderattstillgangen.

Koncernen som leasetagare - Tillimpning av praktiska undantag

Axfast tillampar de praktiska undantagen avseende korttidsleasingavtal och leasingavtal dar den underliggande tillgangen &r av lagt vérde.
Korttidsleasingavtal definieras som leasingavtal med en initial leasingperiod om maximalt 12 manader efter beaktande av eventuella optioner att
forlanga leasingavtalet. Leasingavtal dér den underliggande tillgdngen &r av lagt véarde utgors i koncernen t.ex. av kontorsinventarier.
Leasingbetalningar for korttidsleasingavtal och leasingavtal dar den underliggande tillgangen ar av lagt varde kostnadsfors linjart Gver
leasingperioden.

Nedskrivning av icke-finansiella tillgdngar

Koncernen genomfor ett nedskrivningstest i det fall det foreligger indikationer pa att en vardenedgang har skett i de materiella tillgdngarna, det
vill sdga narhelst hdandelser eller férandringar i forhallanden indikerar att det redovisade vardet inte ar atervinningsbart. Detta géller dven
nyttjanderattstillgangar hanforliga till leasingavtal.

En nedskrivning gors med det belopp varmed tillgangens redovisade varde 6verstiger dess atervinningsvarde. Ett atervinningsvarde utgors av det
hogsta av ett nettoforsaljningsvarde och ett nyttjandevarde som utgor ett internt genererat varde baserat pa framtida kassafléden. Vid
bedémning av nedskrivningsbehov grupperas tillgangar pa de lagsta nivaer dar det finns separata identifierbara kassafldden (kassagenererande
enheter). Vid berdkning av nyttjandevardet diskonteras framtida kassafléden med en diskonteringsfaktor som beaktar riskfri rdnta och den risk
som &r forknippad med den specifika tillgangen. En nedskrivning belastar resultatet.

Tidigare redovisad nedskrivning &terférs om atervinningsvardet bedéms overstiga redovisat virde. Aterforing sker dock inte med ett belopp som
dr storre dn att det redovisade vardet uppgar till vad det hade varit om nedskrivning inte hade redovisats i tidigare perioder. En eventuell
aterforing redovisas i resultatrakningen.

Finansiella instrument

Finansiella instrument ar varje form av avtal som ger upphov till en finansiell tillgang i ett féretag och en finansiell skuld eller ett eget
kapitalinstrument i ett annat féretag. Finansiella instrument som redovisas i balansrékningen inkluderar pa tillgangssidan; hyresfordringar,
derivatinstrument, likvida medel samt upplupna intakter i form av periodiserade hyresrabatter. Bland skulderna ingar; skulder till kreditinstitut,
leverantorsskulder, upplupna kostnader, derivatinstrument och 6vriga kortfristiga skulder i form av depositioner. Redovisningen beror pa hur de
finansiella instrumenten har klassificerats.

Redovisning och borttagande

Finansiella tillgangar och skulder redovisas nar koncernen blir en part enligt instrumentets avtalsmassiga villkor. Transaktioner med finansiella
tillgdngar redovisas pa affarsdagen, som ar den dag da koncernen forbinder sig att forvarva eller avyttra tillgdngarna. Skulder redovisas nar
motparten har presterat och avtalsenlig skyldighet foreligger att betala, dven om faktura annu inte har mottagits. Leverantorsskulder tas upp nar
faktura har mottagits.

En finansiell tillgang tas bort fran balansrakningen (helt eller delvis) nar rattigheterna i kontraktet har realiserats eller forfallit, eller nar koncernen
inte langre har kontroll 6ver dem. En finansiell skuld tas bort fran balansrakningen (helt eller delvis) nar forpliktelsen i avtalet fullgors eller pa
annat satt utslacks. En finansiell tillgang och en finansiell skuld nettoredovisas i balansrakningen nar det foreligger en legal ratt att kvitta de
redovisade beloppen och avsikten ar att antingen reglera nettot eller att realisera tillgdngen samtidigt som skulden regleras. Vinster och forluster
fran borttagande ur balansrakning samt modifiering redovisas i resultatet. Vid varje rapporttillfdlle utvarderar foretaget behov av nedskrivning
avseende forvantade kreditforluster for en finansiell tillgang eller grupp av finansiella tillgangar, samt eventuell 6vrig forekommande
kreditexponering.
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Klassificering och vdrdering
Finansiella tillagnaar
Skuldinstrument: klassificeringen av finansiella tillgangar som ar skuldinstrument baseras pa koncernens affarsmodell for férvaltning av tillgdngen
och karaktaren pa tillgdngens avtalsenliga kassafloden. Instrumenten klassificeras till:
- Upplupet anskaffningsvérde,
- Verkligt varde via Ovrigt totalresultat, eller
- Verkligt varde via resultatet.

Finansiella tillgangar klassificerade till upplupet anskaffningsvarde innehas enligt affairsmodellen att inkassera avtalsenliga kassafloden som
endast ar betalningar av kapitalbelopp och rénta pa det utestaende kapitalbeloppet. Finansiella tillgdngar som ar klassificerade till upplupet
anskaffningsvarde varderas initialt till verkligt varde med tillagg av transaktionskostnader. Efter forsta redovisningstillfllet varderas tillgangarna
enligt effektivrantemetoden. Tillgdngarna omfattas av en forlustreservering for forvantade kreditforluster. Koncernens finansiella tillgangar som
ar skuldinstrument klassificerade till upplupet anskaffningsvarde framgar av Not 14 Finansiella instrument.

Koncernen innehar inga finansiella tillgangar klassificerade till verkligt varde via vrigt totalresultat.

Axfast innehar ranteswapavtal som anvands for att sakra koncernens rantebetalningar. Genom sakringen erhalls en fast ranta. Derivat
klassificeras till verkligt varde via resultatet. Derivatinstrument kan véxla mellan att klassificeras som tillgang och som skuld. Koncernen tillampar
inte sdkringsredovisning.

Finansiella skulder

Finansiella skulder, med undantag for derivatinstrument med negativt vérde, klassificeras till upplupet anskaffningsvarde. Finansiella skulder
redovisade till upplupet anskaffningsvarde varderas initialt till verkligt varde inklusive transaktionskostnader. Efter det forsta redovisningstillfallet
varderas de till upplupet anskaffningsvarde enligt effektivréantemetoden.

Om kopeskillingen vid ett tillgangsforvary kan komma att justeras vid en senare tidpunkt villkorat av uppfyllande av villkor som inte styrs av
foretaget, inkluderas det forvdntade utfallet i anskaffningsvardet pa tillgdngen. En motsvarande finansiell skuld redovisas till verkligt varde i
enlighet med IFRS 9.

Upplaning klassificeras som kortfristiga skulder om inte koncernen har en ovillkorlig rétt att skjuta upp betalning av skulden i atminstone 12
manader efter balansdagen. Lanekostnader redovisas i resultatrakningen i den period till vilken de hénfor sig. Upplupen rénta redovisas som en
upplupen kostnad i det fall rantan férvantas regleras inom 12 manader fran balansdagen. Férutbetald uppldggningsavgift redovisas som del av
upplaning fran kreditinstitut.

Verkligt vdrde faststalls enligt beskrivning i Not 14 Finansiella instrument.

Nedskrivning av finansiella tillgéngar

Finansiella tillgangar, forutom de som klassificeras till verkligt varde via resultatet, omfattas av nedskrivning for forvantade kreditforluster.
Nedskrivning for kreditforluster enligt IFRS 9 &r framatblickande och en forlustreservering gors nar det finns en exponering for kreditrisk,
vanligtvis vid forsta redovisningstillfallet for en tillgang eller fordran. Forvantade kreditforluster aterspeglar nuvardet av alla underskott i
kassafloden hanforliga till fallissemang antingen for de ndastkommande 12 manaderna eller for den forvantade aterstaende l6ptiden for det
finansiella instrumentet, beroende pa tillgdngsslag och pa kreditférsamring sedan forsta redovisningstillfallet.

Den foérenklade modellen tillampas for hyresfordringar och periodiserade hyresrabatter. En forlustreserv redovisas, i den férenklade modellen,
for fordrans eller tillgdngens forvantade aterstaende l6ptid.

For 6vriga poster som omfattas av forvantade kreditforluster tillampas en nedskrivningsmodell med tre stadier. Initialt, samt per varje balansdag,

Varderingen av forvantade kreditforluster baseras pa olika metoder, se Not 19 Finansiella risker. For kreditférsamrade tillgangar och fordringar
gors en individuell beddmning dér hdnsyn tas till historisk, aktuell och framatblickande information. Vérderingen av férvantade kreditforluster
beaktar eventuella sakerheter och andra kreditforstarkningar i form av garantier.

De finansiella tillgdngarna redovisas i balansrakningen till netto av bruttovarde och forlustreserv. Forandringar av forlustreserven redovisas i
resultatet.

Likvida medel

Likvida medel bestar av kassamedel samt omedelbart tillgangliga tillgodohavanden hos banker och motsvarande institut. Likvida medel
klassificeras som finansiell tillgdng och omfattas av kraven pa forlustreservering for forvantade kreditforluster. For likvida medel bedoms
kreditriskreserven baserat pa bankernas sannolikhet for fallissemang och framatblickande faktorer. Pa grund av hog kreditvardighet uppgar
reserveringarna till ovasentliga belopp.

Eget kapital

Samtliga foretagets aktier ar stamaktier. Aktiekapitalet redovisas till stamaktiernas kvotvéarde och 6verskjutande del redovisas som ovrigt
tillskjutet kapital. Transaktionskostnader som direkt kan hanforas till emission av nya aktier redovisas, netto efter skatt, i eget kapital som ett
avdrag fran emissionslikviden.
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Avséttningar

En avsattning redovisas i balansrakningen nar foretaget har en befintlig legal eller informell forpliktelse som en féljd av en intréffad handelse och
det ar troligt att ett utflode av ekonomiska resurser kommer att krédvas for att reglera forpliktelsen samt en tillforlitlig uppskattning av beloppet
kan goras. Avsattningar gérs med det belopp som &r den basta uppskattningen av det som kravs for att reglera den befintliga forpliktelsen pa
balansdagen. Dar effekten av nar i tiden betalning sker &r vasentlig, berdknas avsattningar genom diskontering av det forvantade framtida
kassaflodet till en rantesats fore skatt som aterspeglar aktuella marknadsbedémningar av pengars tidsvdrde och, om det &r tillampligt, de risker
som ar forknippade med skulden. Avsattningar omprovas vid varje bokslutstillfalle.

Eventualférpliktelser

Upplysning om eventualférpliktelse Idmnas nar det finns ett mojligt dtagande som harror fran intraffade handelser och vars férekomst bekréftas
endast av en eller flera osdkra framtida hdndelser utom koncernens kontroll eller nar det finns ett atagande som inte redovisas som en skuld eller
avsattning pa grund av det inte ar troligt att ett utfldde av resurser kommer att krévas, eller inte kan berdknas med tillracklig tillforlitlighet.

Kassaflode
Kassaflodesanalysen upprattas enligt den indirekta metoden. Detta innebar att resultatet justeras med transaktioner som inte medfort in- eller
utbetalningar samt fér intdkter och kostnader som hanférs till investerings- och/eller finansieringsverksamheten.
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Axfast AB (publ)
556032-3379

Not 2 Vasentliga uppskattningar och bedémningar

Vid upprattandet av de finansiella rapporterna maste foretagsledningen och styrelsen géra vissa bedémningar och antaganden som paverkar det redovisade vardet av
tillgangs- och skuldposter respektive intdkts- och kostnadsposter samt lamnad information i 6vrigt. Beddmningarna baseras pa erfarenheter och antaganden som ledningen
och styrelsen bedémer vara rimliga under radande omstandigheter. Faktiskt utfall kan sedan skilja sig fran dessa bedémningar om andra férutsattningar uppkommer.
Andringar av uppskattningar redovisas i den period dndringen gérs om dndringen endast paverkat denna period, eller i den period dndringen gérs och framtida perioder om
dndringen paverkar bade aktuell period och framtida perioder. Nedan beskrivs de bedémningar som dr mest vésentliga vid upprattandet av de finansiella rapporterna.

Férvaltningsfastigheter

De bedémningar och antaganden som ligger till grund for varderingen av férvaltningsfastigheterna har en betydlig paverkan pa koncernens finansiella rapporter.
Forvaltningsfastigheter redovisas till verkligt varde, vilket faststalls genom nuvardesberdkning av fastigheternas bedémda framtida kassafléde och restvarde.
Forvaltningsfastigheterna varderas vid varje kvartalsskifte ddr varderingarna vid varje hel- och halvarsskifte utférs av Cushman & Wakefield Sweden AB och Forum
Fastighetsekonomi AB och vid resterande tillfallen genomfors internvarderingar av Axfast. Vasentliga bedémningar har dérmed gjorts avseende bland annat kalkylranta och
direktavkastningskrav som baseras pa varderarnas erfarenhetsmassiga bedémningar av marknadens forvantningskrav pa jamforbara fastigheter. Bedémningar av

kassaflédet for drifts-. underhalls- och administrationskostnader &r baserade pa faktiska kostnader men ocksa erfarenheter av idmférbara fastigheter.
For mer information om indata och bedémningar vid vardering av férvaltningsfastigheter, se Not 11 Forvaltningsfastigheter.

Not 3 Hyresintdkter

Samtliga hyreskontrakt klassificeras som operationella leasingavtal. Hyrorna for kontrakten betalas huvudsakligen kvartalsvis samt till viss del manadsvis. Koncernens
hyresintékter for rakenskapsaret uppgick till 866 100 tkr (703 404 tkr for 2022). Majoriteten av koncernens kommersiella hyreskontrakt &r kopplade till férandringar i KPI.

Kontraktforfallostrukturen avseende Axfasts bestand av kommersiella fastigheter framgér av nedanstdende tabell, dar kontraktsvirde avser arsvédrde. Den vanligaste
|6ptiden pa ett nytecknat kontrakt &r 3-5 ar med en uppsagningstid om 9 manader. Bostader redovisas separat da den formella uppsagningstiden &r 3 manader. Den
genomsnittliga aterstaende kontraktslangden i portféljen uppgar till 5,2 ar.

Kontraktsvarde

Kontraktférfallostruktur per 2023-12-31 Antal kontrakt (tkr)  Andel av virdet
Kommersiella lokaler

2024 84 136 347 14%
2025 54 65243 7%
2026 58 211725 21%
2027 19 92771 9%
2028 20 127 747 13%
2029+ 28 349 435 35%
Summa kommersiella lokaler 263 983 268 98%
Bostader 100 16 287 2%
Totalt 363 999 555 100%

De tio storsta hyresgasterna svarar for 63 % av den totala kontrakterade kommersiella arshyran och den enskilt storsta hyresgasten star for ca 13 % av den kontrakterade
arshyran. Den kontrakterade uthyrningsgraden i bestandet uppgar till 96,4%.

Koncernens odiskonterade, framtida hyresintakter aterfinns i nedan tabell:

Avtalade framtida hyresintikter 2023-12-31 2022-12-31
Avtalade hyresintdkter inom 1 ar 928 884 745 416
Avtalade hyresintdkter mellan 1 och 2 ar 824 062 717 826
Avtalade hyresintdkter mellan 2 och 3 ar 741 251 608 772
Avtalade hyresintdkter mellan 3 och 4 ar 520937 547 317
Avtalade hyresintdkter mellan 4 och 5 ar 445 861 411 820
Avtalade hyresintdkter senare &n 5 ar 1654 293 1879571
Summa 5115 289 4910722
Bostader 16 287 15172
Totalt 5131576 4 925 894

Not 4 Ovriga intakter

2023-01-01 2022-01-01

-2023-12-31 -2022-12-31

Elstod 1766 0
Utdelning fran Brandkontoret 482 554
Summa 2248 554
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Not 5 Anstédllda och personalkostnader

2023-01-01 - 2023-12-31

2022-01-01 - 2022-12-31

Medelantal Varav kvinnor Varav min, Medelantal Varav kvinnor Varav man
Medelantalet anstillda anstallda procent % procent % anstallda procent % procent %
Moderféretaget 14 43% 57% 13 35% 65%
Totalt i koncernen 14 43% 57% 13 35% 65%

2023-01-01 - 2023-12-31 2022-01-01 - 2022-12-31
Konsfordelning, styrelse Medelantal Varav kvinnor Varav min, Medelantal Varav kvinnor Varav man
och ledande befattningshavare anstallda procent % procent % anstallda procent % procent %
Styrelseledaméter 6 50% 50% 6 50% 50%
VD och 6vriga ledande befattningshavare 4 0% 100% 4 0% 100%
Totalt i koncernen 10 30% 70% 10 30% 70%
2023-01-01 2022-01-01
Personalkostnader -2023-12-31 -2022-12-31
Moderforetaget
Styrelse och évriga ledande befattningshavare
Léner och andra ersattningar -20 247 -18 349
Sociala kostnader -7 325 -6 718
Pensionskostnader -3970 -3926
Summa -31542 -28 993
Ovriga anstdllda
Léner och andra ersattningar -8 687 -5197
Sociala kostnader -2559 -1576
Pensionskostnader -1216 -1201
Ovriga personalkostnader -1 667 -1 645
Summa -14129 -9619
Totalt i koncernen -45 671 -38 612
Ersattningar till styrelseledaméter, den verkstéllande direktéren och motsvarande befattningshavare
2023-01-01 - 2023-12-31
Grundlén, Rorlig
Ledande befattningshavares ersattningar styrelsearvoden ersattning Pensionskostnad Ovrig ersittning Summa
Styrelseordférande
Alf Géransson -1200 0 0 0 -1200
Styrelseledamot
Antonia Ax:son Johnson 0 0 0 0 0
Caroline Berg 0 0 0 0 0
Ingalill Berglund -300 0 0 0 -300
Johan Fant -300 0 0 0 -300
Fredrik Wirdenius -300 0 0 0 -300
Foretagsledning
Johan Berfenstam, VD -5 015 0 -2016 0 -7031
Andra ledande befattningshavare (3) -6 716 0 -1954 0 -8 670
Summa -13831 0 -3970 0 -17 801
2022-01-01 - 2022-12-31
Grundlén, Rorlig

Ledande befattningshavares ersattningar styrelsearvoden ersattning Pensionskostnad Ovrig ersittning Summa
Styrelseordférande
Alf Géransson -1200 0 0 0 -1200
Styrelseledamot
Antonia Ax:son Johnson 0 0 0 0 0
Caroline Berg 0 0 0 0 0
Ingalill Berglund -300 0 0 0 -300
Johan Fant -300 0 0 0 -300
Fredrik Wirdenius -300 0 0 0 -300
Foretagsledning
Johan Berfenstam, VD -5008 -3000 -1588 0 -9 596
Andra ledande befattningshavare (3) -6 253 -9 000 -2 338 0 -17 591
Summa -13 361 -12 000 -3 926 0 -29 287

Med rorlig erséttning avses ersattning kopplat till bolagets incitamentsprogram.

Ersdttningar och villkor fér ledande befattningshavare

Ersattning till verkstallande direktéren och andra ledande befattningshavare utgérs av en grundldn, pensionsférmaner samt maojlighet till bonus. Med andra ledande
befattningshavare avses de personer som arbetar i bolagets ledningsgrupp.

Not 6 Centrala administrationskostnader

2023-01-01 2022-01-01
Centrala administrationskostnader -2023-12-31 -2022-12-31
Administrationskostnader -5541 -2044
Personalkostnader -18 739 -19 361
Arvode till revisor -880 -1071
Summa -25 160 -22 476
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Not 7 Arvode till revisor

2023-01-01 2022-01-01
Ernst & Young AB -2023-12-31 -2022-12-31
Revisionsuppdrag -823 -1044
Annan revisionsverksamhet -27 -28
Ovrigt -30 -210
Summa -880 -1282

Med revisionsuppdrag avses granskning av arsredovisningen och bokféringen samt styrelsens och verkstallande direkt6rens férvaltning. Andra uppdrag avser 6vriga
arbetsuppgifter som det ankommer pa foretagets revisor att utféra samt radgivning eller annat bitrade som féranleds av iakttagelser vid granskning eller genomférandet av

sadana 6vriga arbetsuppgifter.

Not 8 Finansiella intdkter

2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Tillgangar vdrderade till upplupet anskaffningsvdrde:
Rénteintakter fran kundfordringar 379 28
Rénteintakter dvriga finansiella tillgdngar 8986 915
Summa ranteintdkter enligt effektivréantemetod 9365 943
Not 9 Finansiella kostnader
2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Skulder véirderade till upplupet anskaffningsvérde:
Réantekostnader skulder till kreditinstitut -219 546 -98 626
Réntekostnader évriga finansiella skulder -621 -97
Summa rantekostnader enligt effektivrantemetod -220 167 -98 723
Ovriga finansiella kostnader -823 -875
Summa -823 -875
Summa finansiella kostnader -220990 -99 598
Not 10 Skatt
2023-01-01 2022-01-01
Aktuell skatt -2023-12-31 -2022-12-31
Aktuell skatt pa arets resultat -33761 -26 929
-33761 -26 929
Uppskjuten skatt
Uppskjuten skatt avseende temporara skillnader 51738 -128 785
Uppskjuten skatt pa underskottsavdrag 0 0
51738 -128 785
Redovisad skatt i resultatrdkningen 17 977 -155 714
2023-01-01 2022-01-01
Avstamning av effektiv skattesats -2023-12-31 -2022-12-31
Resultat fore skatt -145 237 780 386
Skatt enligt gallande skattesats for moderféretaget (20,6%) 29919 -160 760
Skatteeffekt av:
Skatt hanférlig till tidigare ar -156 0
Ej avdragsgilla rantekostnader -9627 0
Ovriga ej avdragsgilla kostnader -876 -531
Ej skattepliktiga intakter 136 114
Schablonrénta pa periodiseringsfonder -419 -61
Uppréakning aterforing periodiseringsfonder -241 -24
Skattereduktion pa inventarier 0 3287
Avdrag tidigare ars rantenetton 0 2233
Ovrigt, temporira skillnader -759 27
Redovisad skatt 17 977 -155714
Effektiv skattesats -12,4% -20,0%

Koncernen har inga skatteposter som redovisas i 6vrigt totalresultat eller direkt mot eget kapital.

Upplysningar om uppskjuten skattefordran och skatteskuld
| nedanstaende tabeller specificeras skatteeffekten av de temporara skillnaderna:
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Uppskjuten skattefordran Leasingskulder Derivatinstrument Summa
Ingdende redovisat virde 2023-01-01 166 101 1606 167 707
Redovisat:
I resultatet 38 340 11131 49471
| ovrigt totalresultat 0 0 0
Utgdende redovisat virde 2023-12-31 204 441 12736 217178
Leasingskuld Derivatinstrument Summa
Ingdende redovisat virde 2022-01-01 166 101 19 033 185134
Redovisat:
I resultatet 0 -17 427 -17 427
| Gvrigt totalresultat 0 0 0
Utgdende redovisat virde 2022-12-31 166 101 1606 167 707
Obeskattade Forvaltnings- Nyttjanderatts-
Uppskjuten skatteskuld reserver fastigheter tillgangar Derivatinstrument Summa
Ingdende redovisat virde 2023-01-01 -45 614 -2 330 050 -166 101 -20 448 -2562 213
Redovisat:
| resultatet -3921 28 068 -38 340 16 459 2266
| Gvrigt totalresultat 0 0 0 0 0
Utgdende redovisat virde 2023-12-31 -49 535 -2 301 982 -204 441 -3 988 -2 559 947
Obeskattade  Forvaltnings- Nyttjanderétts-
Uppskjuten skatteskuld reserver fastigheter tillgangar Derivatinstrument Summa
Ingdende redovisat véirde 2022-01-01 -44 925 -2237928 -166 101 -1907 -2450 861
Redovisat:
I resultatet -689 -92122 0 -18 541 -111 352
| ovrigt totalresultat 0 0 0 0 0
Utgdende redovisat virde 2022-12-31 -45 614 -2 330 050 -166 101 -20 448 -2562 213
Uppskjutna skatteskulder hanforliga till nyttjanderéttstillgangar uppgéaende till 204 441 tkr (166 101 tkr) har kvittats mot uppskjutna skattefordringar hanforliga till
leasingskulder uppgaende till 204 441 tkr (166 101 tkr) enligt kvittningsreglerna. | rapporten 6ver finansiell stallning presenteras saledes féljande netto uppskjutna
skattefordringar respektive skatteskulder:
Uppskjuten skatt 2023-12-31 2022-12-31
Uppskjuten skattefordran 12 736 1606
Uppskjuten skatteskuld -2 355 505 -2396 112
Netto uppskjuten skatteskuld -2342769 -2 394 506

Not 11 Forvaltningsfastigheter

Axfasts fastighetsbestand bestar av 21 fastigheter varav 5 av dessa ar tomtratter. Bestandet utgors av kontors-, handels, hotell, bostads och logistikfastigheter.

Forvaltningsfastigheter redovisas till verkligt varde, dvs ett bedémt marknadsvirde. Bade externa och interna varderingar &r avkastningsbaserade enligt
kassaflodesmodellen vilket innebar att framtida kassafloden som fastigheten forvantas generera prognostiseras och diskonteras till ett nuvarde. Samtliga fastigheter har
vérderats av externa virderare med erkinda kvalifikationer minst tva ganger per ar. Varderingarna sker I6pande under aret och har utférts av Cushman & Wakefield

Sverige AB, Forum Fastighetsekonomi AB och Axfast AB. Fastighetsbestandet véarderas varje kvartal, varav 100 procent av fastigheterna externvarderas vid varje hel-och
halvarsskifte. Fastighetsbestandet véarderas enligt varderingshierarkin niva 3 vilket innebér att indata som anvands i virderingen inte ar observerbar.

En berdkning som anvander sig av diskonterade kassafléden baseras pa uppskattningar av en fastighets avkastningsférmaga. Metoden innebér en analys av férvantade
framtida betalningsstrommar som en forvaltning av fastigheten antas generera. | kassaflodeskalkylen gors en nuvardesberakning av de betalningsstrémmar som
fastighetsinnehavet ger upphov till. Varje antagande om en fastighet bedéms individuellt utifran den kunskap som finns tillgdnglig betréffande fastigheten samt de externa

varderarnas marknadsinformation och erfarenhetsbedémningar.

2023-01-01 2022-01-01
Forvaltningsfastigheter, tkr -2023-12-31 -2022-12-31
Ingdende redovisat virde 19 318 000 18 864 000
Forvarv 1543574 0
Investeringar 298 213 215958
Orealiserade vardeférandringar -392 787 238 042
Utgdende redovisat virde 20 767 000 19 318 000

Varderingsmodell

+ Hyresinbetalningar

- Drifts- och underhallsutbetalningar, administration och fastighetsskatt
= Driftséverskott

- Avdrag for investeringar

= Fastighetens kassaflode
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Hyresinbetalningar

Hyresinbetalningarna har berédknats utifran befintliga hyresavtal fram till avtalstidens slut. Efter denna tidpunkt har en bedémning gjorts av marknadsmassiga villkor
betraffande hyresniva och indexklausuler. De lokalhyreskontrakt som bedéms ha marknadsmassiga villkor har lagts till grund for vardebedémningen under hela
kalkylperioden, dvs. de har antagits bli forlangda pa oférandrade villkor efter utgangen av nuvarande kontraktsperiod. For 6vriga kontrakt har en hyresjustering till den idag

beddmda marknadsmassiga hvresnivan forutsatts komma att ske.

Drifts- och underhallsutbetalningar
Beddmningen av utbetalningar for drift, administration och underhall har gjorts med utgangspunkt i Axfasts statistik samt erfarenheter avseende jamférbara objekt.

Beddmningen har skett med hénsyn till fastigheternas anvdndning, alder och underhallsstatus. Utbetalningarna for drift, administration och underhall bedéms komma att
Oka i takt med den antagna inflationen.

Investeringsbehov

Fastighetens investeringsbehov bedéms av externa fastighetsvarderade utifran fastighetens skick. Axfast informerar de externa fastighetsvarderarna om pagaende och

planerade projekt.

2023-12-31 2022-12-31
Viarderingsantaganden intervall genomsnitt intervall genomsnitt
Direktavkastningskrav restvarde, % 0,98 -5,50% 3,99% 0,99 -5,15% 3,61%
Langsiktig vakansgrad, % 0-5,50% 3,23% 0,20-4,78% 3,13%
Drift- och underhallskostnader, kr/kvm 76 - 655 378 84-773 360
Marknadshyra, kr/kvm 1031-9574 4817 1021-9049 4 360

Kalkylrdanta

Kalkylrdntan utgér ett nominellt rintekrav pa totalt kapital fére skatt. Rantekravet &r baserat pa erfarenhetsmassiga bedémningar av marknadens forvantningskrav for
likartade fastigheter. Kalkylrantan anvands for att diskontera fastigheternas prognostiserade kassaflode och restvarde till nuvarde.

Restvérde

Restvérdet utgors av fastighetens marknadsvarde vid kalkylperiodens slut. Marknadsvardet &r i princip baserat pa fastighetens avkastningsférmaga och vardeutveckling
efter kalkylperiodens slut och har bedémts utifran det prognostiserade driftnettot for det forsta aret efter kalkylperiodens utgang.

Kanslighetsanalys, verkligt varde (tkr) 2023-12-31
Direktavkastningskrav, + 0,25 % 802 100
Direktavkastningskrav, - 0,25 % 929 600
Drift- och underhallskostnader, +/- 10 % 167 200
Langsiktig vakansgrad, +/- 1,0 % 225700
Marknadshyra +/- 10 % 2 046 100

Det finns ingen begransning i ratten att sélja ndgon forvaltningsfastighet eller att disponera hyresintakterna och ersattning vid avyttring.

Projektportfélj

Koncernens projektportfélj vid arets slut omfattar en total investeringsvolym om 261 Mkr, varav 108 Mkr &r upparbetat vid utgangen av aret.

Fastighet Projekt Status Bedomd investering (Tkr)  Upparbetat (Tkr) 3edomt fardigstallt
Boken 6 Utvecklingsprojekt Pagaende 50 000 5546 2024
Jakob Mindre 11 Utvecklingsprojekt Pagaende 47 000 17 035 2024
Vinkelhaken 9 Utvecklingsprojekt Pagaende 41000 11937 2024
Skotten 6 Hyresgastanpassning Pagaende 20 000 19 604 2024
Jakob Mindre 5 Hyresgastanpassning Pagaende 19 000 18 834 2024
Jordbromalm 4:8 Hyresgastanpassning Pagaende 23 000 7 955 2024
Bryggmastaren 6 & 7 Hyresgastanpassning Pagaende 15 000 13126 2024
Jordbromalm 3:3 Hyresgastanpassning Ej startad 13 000 0 2024
Riddaren 16 Underhall Ej startad 13 000 28 2024
Vedbararen 18 Underhall Pagaende 11 500 8587 2024
Ovriga 8700 5795 2024
Totalt 261 200 108 447
Not 12 Materiella anldggningstillgangar
Materiella anldggningstillgangar i koncernen avser inventarier och installationer.
2023-01-01 2022-01-01

-2023-12-31 -2022-12-31
Ingdende anskaffningsvirde 15936 14 362
Forvarv 3949 1574
Forséljningar/utrangeringar -264 0
Utgdende anskaffningsvirde 19 621 15936
Ingdende ackumulerade avskrivningar -7 003 -6 043
Arets avskrivningar -1269 -960
Forséljningar/utrangeringar 0 0
Utgdende ackumulerade avskrivningar -8 272 -7 003
Utgdende redovisat véirde 11349 8933
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Not 13 Leasingavtal

Axfasts vasentliga leasingavtal avser tomtrattsavtal som redovisas som eviga leasingavtal da leasetagaren inte kan siga upp dessa leasingavtal. Eftersom skulden anses vara
evig amorteras den inte, utan leasingbetalningarna blir i sin helhet rdntekostnader. Efter den initiala varderingen enligt IFRS 16 varderar koncernen nyttjanderéttstillgangar

hanforliga till tomtrattsavtal till verkligt varde om dessa klassificeras som forvaltningsfastigheter.

Nyttjanderattstillgangar Leasingskuld
Ingdende balans 1 januari 2022 794 189 789 651
Tillkommande avtal 0 0
Avslutade avtal 0 0
Omvdrderingar av avtal -15 254 -16 666
Réantekostnader 0 0
Leasingavgifter 0 0
Utgdende balans 31 december 2022 778 935 772 985
Tillkommande avtal 0 0
Avslutade avtal 0 0
Omvdrderingar av avtal 186 116 186 116
Réantekostnader 0 0
Leasingavgifter 0 0
Utgdende balans 31 december 2023 965 051 959 101
Nedan presenteras de belopp som redovisats i koncernens rapport éver resultat under aret hanforligt till leasingverksamheten.
2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Réntekostnader pa leasingskulder -23 801 -23 801
Summa -23 801 -23 801

Axfast redovisar ett kassautfléde hanforligt till leasingavtal uppgaende till 23 801 tkr for rakenskapsaret 2023 (23 801 tkr 2022). For en Idptidsanalys av koncernens

leasingskulder, se Not 19 Finansiella risker.
Not 14 Finansiella instrument

Virdering av finansiella tillgdngar och skulder per 2023-12-31

HIr

tillgdngar/skulder
varderade till
verkligt varde via

HIr

tillgdngar/skulder

varderade till
upplupet Summa redovisat

Fir iella tillgdngar resultatet anskaffningsvarde varde
Kundfordringar 0 5653 5653
Upplupna intakter 0 68 703 68 703
Derivatinstrument 19 360 0 19 360
Likvida medel 0 416 948 416 948
Upplaggningsavgifter lan 0 11493 11493
Summa 19 360 502 797 522 157
Fir iella skuld

Banklan 0 4100 007 4100 007
Certifikatprogram 0 1320000 1320000
Leverantdrsskulder 0 33431 33431
Ovriga kortfristiga skulder 0 16 405 16 405
Upplupna kostnader 0 60614 60614
Derivatinstrument 0 61 826 61 826
Summa 0 5592283 5592283

Virdering av finansiella tillgangar och skulder per 2022-12-31

Ei Al
Fir

Fir
tillgdngar/skulder
varderade till
verkligt varde via

tillgdngar/skulder

varderade till
upplupet Summa redovisat

Fir iella tillgangar resultatet anskaffningsvirde virde
Kundfordringar 0 0 0
Upplupna intakter 0 48 524 48 524
Derivatinstrument 99 260 0 99 260
Likvida medel 0 218 347 218 347
Uppléggningsavgifter lan 0 9264 9 264
Summa 99 260 276 135 375395
Fir iella skulder

Banklan 0 3156 500 3156 500
Certifikatprogram 0 670 000 670 000
Leverantdrsskulder 0 40923 40923
Ovriga kortfristiga skulder 0 10 492 10 492
Upplupna kostnader 0 24 625 24 625
Derivatinstrument 7794 0 779
Summa 7794 3902539 3910333
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Viérdering till verkligt vérde
Verkligt varde ar det pris som vid varderingstidpunkten skulle erhallas vid forséljning av en tillgang eller betalas vid 6verlatelse av en skuld genom en ordnad transaktion
mellan marknadsaktorer. Nivaerna i varderingshierarkin definieras som féljande:

Niva 1 - Noterade priser (ojusterade) pa aktiva marknader for identiska tillgangar eller skulder

Niva 2 - Andra observerbara indata for tillgangen eller skulden &n noterade priser inkluderade i niva 1, antingen direkt (dvs. som prisnoteringar) eller indirekt (dvs.

hérledda fran prisnoteringar)
Niva 3 - Indata for tillgangen eller skulden som inte baseras pa observerbara marknadsdata (dvs. icke observerbara indata)

Derivat
Derivatinstrumenten varderas till verkligt varde enligt Niva 2 i varderingshierarkin. Rantederivat varderas i enlighet med den marknadsvérdering den emmiterande parten

har faststallt.
Rdntebdrande skulder samt kortfristiga fordringar och skulder

For rantebarande skulder samt for kortfristiga fordringar och skulder, som till exempel kundfordringar och leverantérsskulder, anses det redovisade vérdet vara en god
approximation av det verkliga vardet.

Not 15 Forutbetalda kostnader och upplupna intdkter

2023-12-31 2022-12-31
Periodiserade hyresrabatter 68 703 48 523
Rantor 8875 1406
Forsakringspremier 1615 1421
Ovriga poster 11374 13 087
Redovisat virde 90 567 64437
Not 16 Likvida medel

2023-12-31 2022-12-31
Banktillgodohavanden 416 948 218 347
Redovisat virde 416 946 218 347

Av koncernens banktillgodohavanden utgérs 0 tkr (O tkr fér 2022) av sparrade bankmedel.
Not 17 Koncernféretag

Moderforetagets, Axfast AB (publ), innehav i direkta och indirekta dotterféretag som omfattas av koncernredovisningen framgar av nedanstaende tabell. Samtliga bolag har
sitt sdte i Stockholm.

Kapitalandel/Réstrittsandel

Foretag Organisationsnummer Huvudsaklig aktivitet 2023-12-31 2022-12-31
Axfast AB (publ) 556032-3379 Teknisk, ekonomisk forvaltning av fasti Moderféretag Moderféretag
AxCity Fastighets AB 556574-6350 Uthyrning & forvaltning av fastigheter 100% 100%
AxCity Jakob 11 Fastighets AB 556462-4749 Uthyrning & forvaltning av fastigheter 100% 100%
AxCity Jordbromalm 3:3 AB 556716-2200 Uthyrning & forvaltning av fastigheter 100% 100%
AxCity Kungsholmen AB 559321-7069 Uthyrning & forvaltning av fastigheter 100% 100%
AxCity Pilen 18 Fastighets AB 556689-5263 Uthyrning & forvaltning av fastigheter 100% 100%
AxCity Skotten AB 556948-4537 Uthyrning & férvaltning av fastigheter 100% -
AxCity Vildmannen 10 AB 556689-9968 Uthyrning & forvaltning av fastigheter 100% 100%
AxReal Estate Sydost AB 556606-3565 Uthyrning & forvaltning av fastigheter 100% 100%
AxReal Estate Nordost AB 556606-3425 Uthyrning & forvaltning av fastigheter 100% 100%
Boksexan Fastighets AB 559152-1470 Uthyrning & forvaltning av fastigheter 100% 100%
Bryggmastaren Fastighets AB 556893-5729 Uthyrning & forvaltning av fastigheter 100% 100%
Fastighets AB Master Mikael 556322-2297 Uthyrning & forvaltning av fastigheter 100% 100%
Fastighets AB Stockholm Sporren 16 556740-9429 Uthyrning & forvaltning av fastigheter 100% 100%
Fastighets AB Taktackaren 556055-0260 Uthyrning & forvaltning av fastigheter 100% 100%
Glasburken 1 Fastighets AB 556606-3466 Uthyrning & forvaltning av fastigheter 100% 100%
Handelsaktiebolaget Vox 556025-5332 Ager 48% i Vedbiraren 18 HB 100% 100%
Jakob Mindre 5 AB 556972-6648 Uthyrning & forvaltning av fastigheter 100% 100%
Nedre Runby 1:57 Fastighets AB 556606-3706 Uthyrning & forvaltning av fastigheter 100% 100%
Torgvagen AB 556948-4552 Uthyrning & forvaltning av fastigheter 100% 100%
Vedbéraren 18 HB 916506-7480 Uthyrning & forvaltning av fastigheter 52% 52%

Not 18 Eget kapital

Aktiekapital

Det registrerade aktiekapitalet pa 4 000 tkr (4 000 tkr for 2022) bestar av 40 000 aktier (40 000 aktier 2022). Axfast AB (publ) har tva aktieslag, A-aktie och B-aktie, dar A-
aktie medfor 10 réster och B-aktie medfor 1 rést. Aktiernas kvotvarde &r 100 kr.

Innehavare av stamaktier ar berattigade till utdelning som faststélls efter hand och aktieinnehavet beréttigar till rostratt vid foretagsstamman med en rost per aktie. Alla
aktier har samma rétt till Axfasts kvarvarande nettotillgdngar. Samtliga aktier ar fullt betalda och inga aktier &r reserverade for 6verlatelse. Inga aktier innehas av féretaget
sjalv eller dess dotterforetag.

2023-01-01 2022-01-01

-2023-12-31 -2022-12-31

Antal utestaende aktier vid arets bérjan 40 000 40 000
Ovrigt tillskjutet kapital 0 0
Antal utestdende aktier vid drets slut 40 000 40 000
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Not 19 Finansiella risker

Koncernens resultat, finansiella stéllning och kassafléde paverkas bade av forandringar i omvéarlden och av koncernens eget agerande. Riskhanteringsarbetet syftar till att
tydliggora och analysera de risker som foretaget moter samt, att sa langt det ar mojligt, forebygga och begransa eventuella negativa effekter.

Koncernen ar genom sin verksamhet exponerad for olika typer av finansiella risker; kreditrisk, marknadsrisker (ranterisk och annan prisrisk) samt likviditetsrisk och
refinansieringsrisk. Det &r styrelsen som har det 6vergripande ansvaret for koncernens riskarbete, inklusive finansiella risker. Riskarbetet omfattar att identifiera, bedoma
och vérdera de risker som koncernen stélls infor. Prioritet laggs pa de risker som vid en samlad bedémning avseende maojlig paverkan, sannolikhet och konsekvens, bedéms
kunna ge mest negativ effekt for koncernen. Koncernens 6vergripande malséttning for finansiella risker ar att begransa negativa rantefluktuationers paverkan pa Axfasts
resultat- och balansrdkning och att sékerstélla en god betalningsférmaga pa kort och lang sikt.

Kreditrisk

Kreditrisk ar risken att koncernens motpart i ett finansiellt instrument inte kan fullgéra sin skyldighet och darigenom fororsaka koncernen en finansiell forlust. Koncernens
kreditrisk uppstar i férsta hand genom fordringar pa kunder samt vid placering av likvida medel. Koncernen utvérderar vid varje rapporttillfille befintliga exponeringars
kreditrisk med beaktande av framatblickande faktorer.

Nedan visas de finansiella tillgdngar koncernen har reserverat forvantade kreditforluster for. Utdver nedanstaende tillgangar bevakar koncernen reserveringsbehov dven for
andra finansiella instrument. | de fall beloppen inte bedéms vara ovasentliga sker en reservering for forvantade kreditforluster dven for dessa finansiella instrument.

Kreditrisk i kundfordringar (férenklad metod for kreditriskreserv)

For koncernen finns kreditrisk framst i kundfordringar, och Axfasts malsattning &r att ha en kontinuerlig uppféljning av denna kreditrisk. Koncernens kunder utgdrs primért
av privata foretag. Koncernen har faststallda riktlinjer for att sakra att uthyrning sker till kunder med lamplig kreditbakgrund och att kreditrisken vid behov och om mgjligt
minskas genom krav pa sakerhet i form av en deposition eller bankgaranti. De historiska kreditforlusterna uppgar till ett ringa belopp i férhallande till koncernens
omsattning: 0 %.

For kundfordringar samt periodiserade hyresrabatter tillampas den forenklade metoden for redovisning av forvantade kreditforluster. Detta innebdr att forvdantade
kreditforluster reserveras for aterstaende 16ptid, vilken forvantas understiga ett ar for samtliga fordringar. Koncernen tillampar en ratingbaserad modell for berdkning av
forvantade kreditforluster utifran sannolikhet for fallissemang, forvantad forlust samt exponering vid fallissmenag. Koncernen anvander antingen en officiell kreditrating
per stdrre motpart dar sadan finns tillgénglig, eller en estimerad rating fér en grupp av liknande motparter med likartad riskprofil. For kreditférsamrade fordringar samt for
fordringar som uppgar till vasentliga belopp, och eventuell relaterad hyresrabatt, gors en individuell bedémning dér hansyn tas till historisk, aktuell och framatblickande
information. For fordringar som ej uppgar till vasentliga belopp och eventuella relaterade hyresrabatter gors en kollektiv bedémning. Koncernen har definierat falissemang
som da betalning av fordran &ar 90 dagar férsenad eller mer, eller om andra faktorer som indikerar att betalningsinstallelse foreligger. | dessa fall sker en individuell
beddmning for att uppskatta den forvantade kreditforlusten.

2023-12-31 2022-12-31
Ej forfallna kundfordringar 2141 263
Forfallna kundfordringar 1-30 dagar 3360 4
Forfallna kundfordringar 31-90 dagar 0 -313
Forfallna kundfordringar >90 dagar 151 -82
Forlustreservering 0 0
Netto redovisat varde 5653 -128

Koncernen skriver bort en fordran och relaterad periodiserad hyresrabatt nar det inte langre finns ndgon forvdntan pd att erhalla betalning och da aktiva atgérder for att
erhalla betalning har avslutats. Vardet pa bortskrivna fordringar som fortfarande &r under atgérder for atervinning uppgar till 0 tkr (O tkr per 31 december 2022).

2023-01-01 2022-01-01
Forvantade kundforluster for kundfordringar och periodiserade hyresrabatter (enligt forenklad metod) -2023-12-31 -2022-12-31
Ingdende redovisat virde 0 0
Aterforing av tidigare ars reserveringar 0 0
Nedskrivningar 0 0
Konstaterade kreditforluster 66 0
Atervunna, tidigare bortskrivna belopp 0 0
Utgdende redovisat virde 66 0

Likvida medel

Koncernens kreditrisk uppstar ocksa fran placering av likvida medel och 6verskottslikviditet. Axfasts malsattning ar att ha en kontinuerlig uppféljning av kreditrisk hanférligt
till placeringar. Fér likvida medel bedéms kreditriskreserven baserat pa bankernas sannolikhet for fallissemang och framatblickande faktorer. Pa grund av hég
kreditvardighet uppgar reserveringarna till ovasentliga belopp.

Kreditriskexponering och kreditriskkoncentration
Koncernens kreditriskexponering utgors av kundfordringar, periodiserade hyresrabatter och likvida medel. Likvida medel ar placerade hos finansiella institut med minst
investment grade rating.
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Marknadsrisk
Marknadsrisk &r risken for att verkligt varde pa eller framtida kassafléden fran ett finansiellt instrument dndras pa grund av férandringar i marknadspriser. Marknadsrisker
indelas av IFRS i tre typer, valutarisk, ranterisk och andra prisrisker. De marknadsrisker som paverkar koncernen utgérs framst av ranterisker.

Rdnterisk

Rénterisk ar risken for att verkligt varde eller framtida kassafléden fran ett finansiellt instrument varierar pa grund av forandringar i marknadsrantor. Axfasts malséttning ar
att efterstrava en valbalanserad kapital- och rantebindning for att uppna en lag och stabil rantekostnad inom givet riskmandat. Koncernen ar framst utsatt for ranterisk
avseende koncernens banklan, certifikatprogram och derivatinstrument. En betydande faktor som paverkar rénterisken ar rantebindningstiden. Finansiering laggs i forsta
hand upp med kort bindningstid och ranterisken hanteras sedan med hjélp av derivat. Bolagets genomsnittliga rantebindningstid uppgick vid arsskiftet till 3,93 ar (4,01 ar).

Koncernen anvander rantederivat i form av ranteswappar for att hantera ranterisk. | samtliga ranteswapavtal har Axfast valt att byta rorlig ranta mot fast ranta. Per 31
december 2023 uppgick ranteswapparnas volym till 3 725 tkr (2 400 tkr per 31 december 2022). De avtalade kassaflédena sker med 3 méanaders mellanrum fér att matcha
rantekostnader. Se I6ptidstabeller nedan for analys av ranterdrelser. Réantederivaten har avtalats med institut som har investment rating varvid kreditexponeringen mot
institutionen anses begréansad.

Vardet pa ranteswappar férandras vid forandringar i marknadsrantor samt néar |6ptiden minskar. Under rakenskapsar 2023 uppgick vardeférandringen for derivat till -133
931 tkr (174 602 tkr under 2022), varav realiserade O tkr (0 tkr under 2022). Vardet av derivaten uppgick vid rakenskapsarets slut till -42 466 tkr (91 466 tkr per 31
december 2022). Samtliga vardeforandringar avseende derivat har redovisats i koncernens rapport 6ver resultat.

| tabellen nedan visas, givet de rantebarande tillgdngar och skulder som finns per balansdagen, en ranteuppgang/nedgang paverkan pa eget kapital och resultat.

2023-12-31 2022-12-31

Marknadsrinta +/-1%o +/- 54 300 +/- 38 300

Likviditetsrisk

Likviditetsrisk ar risken for att koncernen far svarigheter att fullgéra sina forpliktelser som sammanhanger med finansiella skulder. Koncernens verksamhet &r i allt
vésentligt finansierad via eget kapital, banklan, certifikatprogram och évriga skulder. Certifikatprogrammet innebér att Axfast AB via emissionsinstitut I6pande kan ge ut
certfikat pa penningmarknaden i Sverige.

Koncernen hanterar likviditetsrisken genom kontinuerlig uppféljning av verksamheten, dér koncernen |6pande prognostiserar framtida kassafléden utifran olika scenarion
for att sdkerstélla att finansiering sker i tid. Risken mildras av koncernens goda likviditetsreserver vilka & omedelbart tillgéngliga. Den totala likviditetsreserven bestar av
likvida medel och onyttjade lanel6ften. Per den 31 december 2023 uppgick outnyttjade lanel6ften till 1 400 Mkr, varav 1 320 Mkr fungerade som backup fér utestaende
foretagscertifikat.

Sedvanliga covenanter finns i form av belaningsgrad i férhallande till fastigheternas marknadsvéarde, rantetackningsgrad samt dgarférhallande. Samtliga covenanter var
uppfyllda per arsskiftet.

Koncernens kontraktsenliga och odiskonterade réntebetalningar och aterbetalningar av finansiella skulder framgér av tabellen nedan. Finansiella instrument med rérlig
ranta har berdknats utifran den ranta som l6pte pa balansdagen. Skulder har inkluderats i den period nar aterbetalning tidigast kan kravas.

2023-12-31
Loéptidsanalys <6 man 6-12 man 1-3 ar 3-5 ar >5 ar Totalt
Banklan 85088 380 855 2271099 1177348 696 968 4611 357
Certifikatprogram 1320000 0 0 0 0 1320 000
Leasingskulder* 14 428 14934 59733 59733 810273 959 101
Leverantdrsskulder 33431 0 0 0 0 33431
Derivatinstrument -26 294 -24 607 -97 624 -94 663 -82788 -325 976
Ovriga kortfristiga skulder 16 405 0 0 0 0 16 405
Upplupna kostnader 60 614 0 0 0 0 60 614
Summa 1503 672 371182 2233208 1142418 1424453 6674 932
2022-12-31
Loptidsanalys <6 man 6-12 man 1-3ar 3-5ar >5 ar Totalt
Banklan 1011 168 485941 594 636 601 568 715 487 3408 800
Certifikatprogram 670 000 0 0 0 0 670 000
Leasingskulder* 11901 11901 47 602 47 602 653 980 772 985
Leverantdrsskulder 40923 0 0 0 0 40923
Derivatinstrument -1240 -1316 -4 107 -4 352 -6 360 -17 375
Ovriga kortfristiga skulder 8094 0 0 0 0 8094
Upplupna kostnader 24 624 0 0 0 0 24 624
Summa 1765470 496 525 638131 644 819 1363 107 4908 051

*Leasingskulder inom koncernen &r hanforliga till tomtratter vilka redovisas som eviga leasingavtal. Totala tomtrattsavgalden betald under 2023 uppgick till 23 801 tkr (23
801 tkr for ar 2022) och redovisas som réntekostnader i koncernens rapport 6ver resultat.
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Nedan visas kreditavtal/-ramar som Axfast ingatt

Belopp Utnyttjad Belopp Utnyttjad

2023-12-31 2023-12-31 2022-12-31 2022-12-31

Banklan 4111 500 4111 500 2436 500 2 436 500
Certifikatsprogram 2 000 000 1320000 2 000 000 670 000
Kreditloften 1400 000 0 1 600 000 720 000
Summa 7 511500 5431500 6036 500 3826 500

Kapitalhantering

Koncernens mal avseende kapitalstrukturen &r att soliditeten aldrig ska understiga 30 procent och att rantetdckningsgraden ska uppga till Iagst 2,0 génger éver en rullande

12-ménaders period. Kapital definieras som summan av eget kapital, rdntebarande skulder och 6vriga skulder, vilket uppgar till 22 281 990 tkr (20 498 241 tkr).

Not 20 Ovriga kortfristiga skulder

2023-12-31 2022-12-31
Depositioner 22519 10492
Moms -7 102 -3464
Ovrigt 988 1067
Redovisat varde 16 405 8095
Not 21 Upplupna kostnader och forutbetalda intdkter
2023-12-31 2022-12-31
Forutbetalda hyresintakter 230703 148 439
Upplupna personalkostnader 1567 1392
Upplupna réntekostnader 29594 11178
Periodiserade fastighetskostnader 31020 13 447
Redovisat viarde 292 884 174 456
Not 22 Kassafl6desanalys
Forandring av skulder hanforliga till finansieringsverksamheten
Icke kassaflodes-
Kassafléden fran paverkande
2023-01-01 finansiering férdndringar 2023-12-31
Banklan 3147 236 955 000 -2229 4100 007
Certifikatprogram 670 000 650 000 0 1320 000
Leasingskulder 0 0 0 0
Summa skulder hanforliga till 3817 236 1605 000 -2229 5420 007
Icke kassaflodes-
Kassafléden fran paverkande
2022-01-01 finansiering forandringar 2022-12-31
Banklan 2428549 720000 -1313 3147 236
Certifikatprogram 1550 000 -880 000 0 670 000
Leasingskulder 0 0 0 0
Summa skulder hanforliga till 3978 549 -160 000 -1313 3817 236
Not 23 Stdllda sdkerheter
Stdllda sdkerheter 2023-12-31 2022-12-31
Fastighetsinteckningar 5019 135 3544 135
Aktier i dotterbolag 1114441 1165 850
Summa 6133576 4709 985
Eventualférpliktelser 2023-12-31 2022-12-31
Borgensférbindelser till forman for koncernforetag 4111500 2436 500
Ansvar for skulder i HB Vedbéraren 73777 71981
Summa 4185277 2508 481
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Not 24 Transaktioner med nérstaende

En férteckning av koncernens dotterféretag, vilka dven &r féretag som ar narstaende till moderféretaget, anges i Not 17 Koncernféretag. Alla transaktioner mellan Axfast AB

(publ), och dess dotterféretag har eliminerats i koncernredovisningen. Ytterligare information om moderféretagets transaktioner med dotterféretag aterfinns i
moderféretagets Not 20 Transaktioner med narstdende.

For information om ersattningar till ledande befattningshavare, se Not 5 Anstallda och personalkostnader.

Axfasts 6vriga transaktioner med narstaende utgdrs av uthyrning till ndrstdende bolag och personer och inkdp av varor/tjanster fran nérstaende bolag.

2023-01-01 2022-01-01
Nérstaende parter 2023-12-31 2022-12-31
Hyresintdkter 46 093 39617
Inkép av varor/ tjdnster 1416 1141
Fordran pa balansdagen 0 0
Skuld pa balansdagen 376 250

Not 25 Handelser efter balansdagen

Efter balansdagen har Axfast tecknat avtal med SEB Trygg Liv om forvarv av fastigheterna Vinkelhaken 10 och Vinkelhaken 18 i Stockholm. Fastigheterna som omfattar cirka

10 400 kvadratmeter fordelat pa kontors- butiks- och restaurangytor tilltréddes den 24 april 2024.
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Axfast AB (publ)
556032-3379

MODERFORETAGETS RESULTATRAKNING 2023-01-01  2022-01-01
Belopp i tkr Not -2023-12-31 -2022-12-31
Rorelsens intdkter

Nettoomsattning 2 43 148 33932
Summa rorelseintakter 43 148 33932
Rorelsens kostnader

Ovriga externa kostnader 3 -24 737 -17 665
Personalkostnader 4 -43 571 -38612
Avskrivningar av materiella anlaggningstillgangar 10 -233 -110
Rorelseresultat -25 393 -22 455
Resultat fran finansiella poster

Resultat fran andelar i koncernforetag 5 1089 706
Rénteintdkter och liknande resultatposter 6 105 607 90419
Rantekostnader och liknande resultatposter 7 -73 349 -59 835
Resultat efter finansiella poster 7 954 8 835
Bokslutsdispositioner 8 21317 63 159
Resultat fore skatt 29271 71994
Skatt 9 -118 -9 041
Arets resultat 29153 62 953
MODERFORETAGETS RAPPORT OVER TOTALRESULTAT 2023-01-01  2022-01-01
Belopp i tkr Not -2023-12-31 -2022-12-31
Arets resultat 29153 62953
Ovrigt totalresultat 0 0
Arets totalresultat 29153 62953
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Axfast AB (publ)
556032-3379

MODERFORETAGETS RAPPORT OVER FINANSIELL STALLNING

Belopp i tkr Not 2023-12-31 2022-12-31
TILLGANGAR

Anlaggningstillgangar

Materiella anlaggningstillgangar

Inventarier och installationer 10 8576 5159
Finansiella anlaggningstillgangar

Andelar i koncernforetag 11 4014193 3101556
Uppskjuten skattefordran 9 1776 1724
Summa anléaggningstillgangar 4 024 545 3108 439
Omsiéttningstillgangar

Kortfristiga fordringar

Fordringar hos koncernforetag 12,18 2511602 2777 560
Skattefordringar 11382 2 497
Ovriga fordringar 407 395
Forutbetalda kostnader och upplupna intakter 13 12 567 4172
Likvida medel 12,14 132 547 395571
Summa omsdttningstillgangar 2 668 505 3180195
SUMMA TILLGANGAR 6 693 050 6 288 634
EGET KAPITAL OCH SKULDER

Eget kapital 15

Bundet eget kapital

Aktiekapital 4000 4000
Reservfond 800 800
Fritt eget kapital

Balanserad vinst 3957200 3898247
Arets resultat 29 153 62 953
Summa eget kapital 3991153 3966 000
Obeskattade reserver

Periodiseringsfonder 8 33706 54034
Overavskrivningar 973 0
Summa obeskattade reserver 34 679 54 034
Kortfristiga skulder

Skulder till kreditinstitut 12,16,18 1318140 1386982
Leverantorsskulder 12 6 099 3479
Skulder till koncernforetag 12,18 1322273 862 876
Ovriga skulder 2632 2850
Upplupna kostnader och forutbetalda intakter 12,17 18 074 12 413
Summa kortfristiga skulder 2667 218 2268 600
SUMMA EGET KAPITAL OCH SKULDER 6 693 050 6 288 634
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Axfast AB (publ)
556032-3379

MODERFORETAGETS RAPPORT OVER FORANDRINGAR | EGET KAPITAL

Bundet eget kapital Fritt eget kapital
Summa
Belopp i tkr Aktiekapital Reservfond Balanserad vinst Arets resultat  eget kapital
Ingdende balans per 2022-01-01 4 000 800 3884114 18133 3907 047
Arets resultat 0 0 18133 44820 62953
Arets 6vrigt totalresultat 0 0 0 0 0
Arets totalresultat 0 0 18133 44 820 62953
Transaktioner med dgare
Utdelning 0 0 -4 000 0 -4 000
Summa 0 0 -4 000 0 -4 000
Utgdende balans per 2022-12-31 4000 800 3 898 247 62 953 3966 000
Arets resultat 0 0 62 953 -33 800 29153
Arets 6vrigt totalresultat 0 0 0 0 0
Arets totalresultat 0 0 62 953 -33 800 29153
Transaktioner med dgare
Utdelning 0 0 -4 000 0 -4 000
Summa 0 0 -4 000 0 -4 000
Utgdende balans per 2023-12-31 4 000 800 3957 200 29 153 3991153
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MODERFORETAGETS KASSAFLODESANALYS 2023-01-01  2022-01-01
Belopp i tkr Not -2023-12-31 -2022-12-31
Den I6pande verksamheten
Resultat fore skatt 7954 8 836
Justering for poster som inte ingar i kassaflodet 233 110
Betalda skatter -9 054 -135
Kassaflode fran den I6pande verksamheten fére férandringar av -867 8811
rorelsekapital
Kassaflode fran forandringar av rérelsekapital
Forandringar av rorelsefordringar 720069 1171828
Forandringar av rorelseskulder 8 064 -1249 410
Kassaflode fran den I6pande verksamheten 727 266 -68 771
Investeringsverksamheten
Forvérv av materiella anlaggningstillgangar -3651 -528
Investeringar i finansiella anlaggningstillgangar -912 638 -25 478
Kassaflode fran investeringsverksamheten -916 289 -26 006
Finansieringsverksamheten 18
Upptagna lan 650 000 0
Amortering av lan -720 000 -160 000
Utdelning -4 000 -4 000
Kassaflode fran finansieringsverksamheten -74 000 -164 000
Arets kassaflode -263 023 -258 777
Likvida medel vid arets borjan 395570 654 348
Arets kassaflode -263 023 -258 778
Kursdifferens i likvida medel 0 0
Likvida medel vid arets slut 132547 395570
TILLAGGSUPPLYSNINGAR TILL KASSAFLODE

2023-01-01 2022-01-01
Belopp i Tkr -2023-12-31 -2022-12-31
Betalda och erhallna rdntor
Erhallen ranta 114 535 90 947
Erlagd ranta -69 809 -65 360
Justeringar for poster som inte ingar i kassaflodet
Avskrivningar av tillgdngar 233 110
Totala justeringar f6r poster som inte ingar i kassaflodet 233 110
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Axfast AB (publ)
556032-3379

MODERFORETAGETS NOTER

Not 1 Moderforetagets vasentliga redovisningsprinciper

Moderforetaget upprattar sina finansiella rapporter enligt Arsredovisningslagen (1995:1554) och den av Radet for finansiell rapportering utgivna
rekommendation RFR 2 "Redovisning for juridisk person". Moderforetaget tillampar samma redovisningsprinciper som koncernen med de undantag
och tillagg som anges i RFR 2. Det innebadr att IFRS tilldmpas med de avvikelser som anges nedan. De nedan angivna redovisningsprinciperna for
moderforetaget har tillampats konsekvent pa samtliga perioder som presenteras i moderforetagets finansiella rapporter, om inte annat anges.

Uppstillning
Resultatrdkning och balansrakning ar for moderforetaget uppstéllda enligt arsredovisningslagens uppstallningsformer, medan rapporten 6ver

totalresultat, rapporten 6ver férandringar i eget kapital och rapport dver kassafléde baseras pa IAS 1 Utformning av finansiella rapporter respektive
IAS 7 Rapport 6ver kassafléden.

Intdkter

| egenskap av moderforetag tillhandahaller Axfast AB i sin verksamhet dotterféretagen tjanster avseende forvaltning, ledning och finansiell
radgivning. Moderbolaget har identifierat ett prestationsatagande; att tillhandahalla tjanster till de fastighetsférvaltande dotterféretagen. Intdkterna
redovisas over tid i takt med att de utfors.

Leasing
Reglerna om redovisning av leasingavtal enligt IFRS 16 tillampas inte i moderbolaget. Detta innebér att leasingavgifter redovisas som kostnad linjart

over leasingperioden, och att nyttjanderatter och leasingskulder inte inkluderas i moderbolagets balansrakning. Identifiering av ett leasingavtal gors
dock i enlighet med IFRS 16, d.v.s. att ett avtal ar, eller innehaller, ett leasingavtal om avtalet 6verlater ratten att under en viss period bestamma
6ver anvandningen av en identifierad tillgang i utbyte mot ersattning.

Resultat fran aktier i dotterforetag
Utdelning redovisas nér ratten att erhalla betalning bedéms som saker. Intdkter fran férséljning av dotterforetag redovisas da kontrollen av
dotterforetaget 6vergatt till koparen, vilket motsvarar frantradesdagen av aktierna.

Skatter
I moderforetaget redovisas uppskjuten skatteskuld hanférlig till de obeskattade reserverna med bruttobelopp i balansrakningen.
Bokslutsdispositionerna redovisas med bruttobeloppet i resultatrakningen.

Andelar i dotterforetag

Andelar i dotterforetag redovisas i moderforetaget i enlighet med anskaffningsvardemetoden. Detta innebaér att transaktionskostnader inkluderas i
det redovisade vardet for innehavet. | de fall bokfort varde 6verstiger foretagens koncernmassiga varde sker nedskrivning som belastar
resultatrdkningen. En analys om nedskrivningsbehov finns genomférs vid utgangen av varje rapportperiod. | de fall en tidigare nedskrivning inte
ldngre ar motiverad sker aterforing av denna.

Antaganden gors om framtida forhallanden for att berdkna framtida kassafloden som bestammer atervinningsvardet. Atervinningsvardet jamfors
med det redovisade vardet for dessa tillgangar och ligger till grund fér eventuella nedskrivningar eller aterféringar. De antaganden som paverkar
atervinningsvardet mest ar framtida resultatutveckling, diskonteringsranta och nyttjandeperiod. Om framtida omvarldsfaktorer och férhallanden
dndras kan antaganden paverkas sa att redovisade varden pa moderforetagets tillgangar andras.

Koncernbidrag och aktiedgartillskott

Moderforetaget redovisar saval erhéllna som ldmnade koncernbidrag som bokslutsdispositioner i enlighet med alternativregeln. Av moderféretaget
ldmnade aktiedgartillskott fors direkt mot eget kapital hos mottagaren och redovisas som aktier och andelar hos moderforetaget. Erhallna
aktiedgartillskott redovisas som en 6kning av fritt eget kapital.

Finansiella instrument

Med anledning av sambandet mellan redovisning och beskattning tilldmpas inte reglerna om finansiella instrument enligt IFRS 9 i moderforetaget
som juridisk person, utan moderforetaget tillampar i enlighet med ARL anskaffningsviardemetoden. | moderforetaget virderas darmed finansiella
anlaggningstillgangar till anskaffningsvarde och finansiella omsattningstillgangar enligt ldgsta vardets princip, med tillampning av nedskrivning for
forvantade kreditforluster enligt IFRS 9 avseende tillgangar som &r skuldinstrument.

Moderforetaget ingar derivatinstrument (ranteswappar) med extern part. Moderbolaget tillampar sdkringsredovsining.

Nedskrivning av finansiella tillgangar

Finansiella tillgangar, inklusive koncerninterna fordringar, skrivs ned for forvantade kreditforluster. For metod gallande nedskrivning for férvantade
kreditforluster, se koncernens redovisningsprinciper. Férvantade kreditforluster for koncerninterna fordringar uppskattas genom den generella
modellen i vilken koncernforetagens kreditvardighet uppskattas.
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Axfast AB (publ)
556032-3379

Not 2 Nettoomsattning

2023-01-01 2022-01-01
Uppdelning pa intikter frdn avtal med kunder -2023-12-31 -2022-12-31
Forvaltningsarvoden fran dotterbolag 43100 33801
Ovrigt 48 131
Intdkter fran avtal med kunder 43148 33932
Not 3 Arvode till revisor

2023-01-01 2022-01-01
Ernst & Young AB -2023-12-31 - 2022-12-31
Revisionsuppdraget -823 -1071
Annan revisionsverksamhet -27 -167
Skatteradgivning -30 -42
Ovriga tjanster 0 0
Summa -880 -1280

Not 4 Anstdllda och personalkostnader

For I6ner och ersattningar till anstallda och ledande befattningshavare samt information om antal anstéllda, se Koncernens Not 5 Anstéllda och personalkostnader.

Not 5 Resultat fran andelar i koncernforetag

2023-01-01 2022-01-01
- 2023-12-31 - 2022-12-31
Resultatandel HB Vedbéararen 1089 706
Summa 1089 706
Not 6 Ranteintdkter och liknande intdkter
2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Tillgégngar vérderade till upplupet anskaffningsvérde:
Rénteintdkter fran fordringar hos koncernféretag 98431 88 643
Rénteintdkter 6vriga finansiella tillgangar 6353 901
Summa ranteintdkter enligt effektivréntemetod 104 784 89 544
Ovriga finansiella intdkter 823 875
Summa 823 875
Summa finansiella intdkter 105 607 90419
Not 7 Rintekostnader och liknande kostnader
2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Skulder virderade till upplupet anskaffningsvdrde:
Réantekostnader skulder till koncernféretag -41375 -4701
Réantekostnader dvriga finansiella skulder -31151 -54 259
Summa rantekostnader enligt effektivrantemetod -72526 -58 960
Ovriga finansiella kostnader -823 -875
Summa finansiella kostnader -73 349 -59 835
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Not 8 Bokslutsdispositioner

2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Periodiseringsfond 20327 -13 767
Overavskrivningar -974 0
Erhallet koncernbidrag 197 807 218 619
Ldmnat koncernbidrag -195 844 -141 694
Summa 21317 63 158
Periodiseringsfonder 2023-12-31 2022-12-31
Periodiseringsfond 2017 0 19 505
Periodiseringsfond 2018 6194 6194
Periodiseringsfond 2019 12 635 12 635
Periodiseringsfond 2022 14 877 15 700
Summa 33706 54 034
Not 9 Skatt
2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Aktuell skatt -169 -9023
Forandring av uppskjuten skatt avseende temporara skillnader 51 -18
Redovisad skatt -118 -9041
2023-01-01 2022-01-01
Avstamning av effektiv skattesats -2023-12-31 -2022-12-31
Resultat fore skatt 29271 71994
Skatt enligt gallande skattesats for moderféretaget (20,6%) -6 030 -14 831
Skatteeffekt av:
Ej avdragsgilla kostnader -331 -502
Ej skattepliktiga intakter 18 3
Schablonrénta pa periodiseringsfonder -213 -41
Andra ej bokforda kostnader 6627 6297
Upprakning aterforing periodiseringsfonder -241 -24
Skatt hanforlig till tidigare ar -169 0
Ovrigt 221 57
Redovisad skatt -118 -9041
Effektiv skattesats -0,4% -12,6%
Upplysningar om uppskjuten skattefordran
| nedanstdende tabeller specificeras skatteeffekten av de temporara skillnaderna:
Uppskjuten skattefordran Kapitalférsakring mm Summa
Ingédende redovisat virde 2023-01-01 1724 1724
Redovisat:
| resultatet 51 51
Utgaende redovisat virde 2023-12-31 1775 1775
Uppskjuten skattefordran Kapitalférsakring mm Summa
Ingédende redovisat virde 2022-01-01 1742 1742
Redovisat:
| resultatet -18 -18
Utgaende redovisat virde 2022-12-31 1724 1724
Not 10 Materiella anldggningstillgangar
Materiella anldggningstillgangar i moderbolaget avser inventarier och installationer. 2023-01-01 2022-01-01
-2023-12-31 -2022-12-31
Ingdende anskaffningsvirde 7 064 6536
Forvarv 3808 528
Forsaljningar/utrangeringar -158 0
Utgéende anskaffningsvirde 10714 7 064
Ingdende ackumulerade avskrivningar -1905 -1795
Arets avskrivningar -233 -110
Forséljningar/utrangeringar 0 0
Utgaende ackumulerade avskrivningar -2138 -1905
Utgaende redovisat virde 8576 5159
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Not 11 Andelar i koncernféretag

2023-12-31 2022-12-31
Ingdende anskaffningsvirde 3101556 3076 078
Aktiedgartillskott 27 499 24772
Forvarv 884 049 0
Resultatandel Vedbéararen 18 HB 1089 706
Utgaende anskaffningsvérde 4014193 3101 556

Nedanstaende forteckning omfattar av moderféretagets direkt dgda aktier och andelar, se dven koncernens Not 17 Koncernforetag.

Redovisat varde Redovisat virde

Foretag Org. Nr. Site Agd andel 2023-12-31 2022-12-31
AxCity Fastighets AB 556574-6350 Stockholm 100% 144 907 144 907
AxCity Jakob 11 Fastighets AB 556462-4749 Stockholm 100% 476 155 476 155
AxCity Jordbromalm 3:3 AB 556716-2200 Stockholm 100% 7091 6159
AxCity Kungsholmen AB 559321-7069 Stockholm 100% 150 130 150 130
AxCity Pilen 18 Fastighets AB 556689-5263 Stockholm 100% 10101 4254
AxCity Skotten AB 556948-4537 Stockholm 100% 884 049 0
AxCity Vildmannen 10 AB 556689-9968 Stockholm 100% 10061 9331
AxReal Estate Sydost AB 556606-3565 Stockholm 100% 3205 3205
AxReal Estate Nordost AB 556606-3425 Stockholm 100% 1469 1469
Boksexan Fastighets AB 559152-1470 Stockholm 100% 705 755 705 755
Bryggmastaren Fastighets AB 556893-5729 Stockholm 100% 392 359 392 359
Fastighets AB Méster Mikael 556322-2297 Stockholm 100% 42 260 42 260
Fastighet AB Stockholm Sporren 16 556740-9429 Stockholm 100% 240 550 220 560
Fastighets AB Taktackaren 556055-0260 Stockholm 100% 231724 231724
Glasburken 1 Fastighets AB 556606-3466 Stockholm 100% 10 265 10 265
Handelsaktiebolaget Vox 556025-5332 Stockholm 100% 486 486
Jakob Mindre 5 AB 556972-6648 Stockholm 100% 217 348 217 348
Nedre Runby 1:57 Fastighets AB  556606-3706 Stockholm 100% 24113 24113
Torgvagen AB 556948-4552 Stockholm 100% 415 634 415 634
Vedbdraren 18 HB 916506-7480 Stockholm 52% 46 531 45 442

Not 12 Finansiella instrument

Finansiella tillgdngar/skulder virderade
till upplupet anskaffningsvarde

Finansiella tillgdngar 2023-12-31 2022-12-31
Fordringar hos koncernforetag 1191602 2 777 560
Upplaggningsavgifter lan 1860 3018
Likvida medel 132 547 395571
Summa 1326 009 3176 149
Finansiella skulder

Banklan 0 720 000
Certifikat 1320000 670 000
Leverantorsskulder 6 099 3479
Skulder till koncernféretag 1322273 862 876
Upplupna kostnader 18 074 3593
Summa 2 666 446 2259948

For finansiella instrument som finns i moderféretaget anses det redovisade védrdet vara en god approximation av det verkliga vardet.

Tillgangarnas maximala kreditrisk utgors av de redovisade vardena. Moderforetaget har inte erhallit nagra stallda sakerheter for de finansiella tillgangarna.

Not 13 Férutbetalda kostnader och upplupna intdkter

2023-12-31 2022-12-31
Réntor 8876 1406
Forsdkringspremier 1615 1421
Ovrigt 2076 1345
Redovisat virde 12 567 4172
Not 14 Likvida medel

2023-12-31 2022-12-31
Kassa och bank 132 547 395571
Redovisat virde 132 547 395571
Not 15 Eget kapital
Per den 2023-12-31 bestar aktiekapitalet av 40 000 aktier med ett kvotvarde om 100 kr. Se dven upplysningar i Koncernens Not 18 Eget kapital.
Not 16 Skulder till kreditinstitut
Férfallotidpunkt 2023-12-31 2022-12-31
Inom 1 ar 1318 140 1386 982
Summa 1318 140 1386 982
Not 17 Upplupna kostnader och forutbetalda intdkter

2023-12-31 2022-12-31
Upplupna personalkostnader 1077 1392
Upplupna rantekostnader -5515 1973
Rorlig ersattning 18 585 7428
Ovriga poster 3927 1620
Redovisat varde 18074 12413
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Not 18 Kassaflodesinformation

2023-01-01 2022-01-01
Forandring av skulder hanférliga till finansieringsverksamheten
Kassatlodes- Icke kassatlodes-
paverkande paverkande
2023-01-01 férandringar forandringar 2023-12-31
Skulder till kreditinstitut 1386982 -70 000 1158 1318 140
Skulder till koncernféretag 862 876 0 459 397 1322273
Summa skulder hanforliga till finansieringsverksamheten 2 249 858 -70 000 460 555 2640413
Kassaflodes- Icke kassaflodes-
paverkande paverkande
2022-01-01 fordandringar fordndringar 2022-12-31
Skulder till kreditinstitut 1546 762 -160 000 220 1386982
Skulder till koncernféretag 1231409 0 -368 533 862 876
Summa skulder hanférliga till finansieringsverksamheten 2778171 -160 000 -368 313 2249 858
Not 19 Stéllda sékerheter och eventualférpliktelser
Stdllda sikerheter 2023-12-31 2022-12-31
Reverser 1320000 1390000
Aktier i dotterbolag 1646171 1632942
Summa 2966 171 3022942
Eventualférpliktelser 2023-12-31 2022-12-31
Borgensforbindelser till forman for koncernforetag 4111500 2 436 500
Ansvar for skulder i HB Vedbararen 73777 71981
Kapitalforsakring 4784 4784
Summa 4190 061 2513 265

Not 20 Transaktioner med nirstaende

Fodringar och skulder mot koncernbolag framgar av not 12. Transaktioner mellan koncernbolag avser framst fakturering fran moderbolaget for tjanster avseende

fastighetsforvaltning som utfors samt rénta pa koncernmellanhavanden.
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Axfast AB (publ)
556032-3379

NYCKELTAL

Enligt tidigare

Enligt IFRS redovisningsprincip K3
Fastighetsrelaterade nyckeltal 2023 2022 2021 2020 2019
Andel miljécertfifierade fastigheter, antal, % 90 75 65 32 11
Andel milj6certfifierade fastigheter, varde, % 89 70 66 34 7
Direktavkastning, % 2,9 2,5 2,2 2,5 2,9
Driftnetto, Mkr 643 514 409 374 402
Forvaltningsresultat, Mkr * 381 368 283 - -
Genomsnittlig dterstdende kontraktstid, ar * 5,2 5,8 6,2 51 -
Genomsnittligt direktavkastningskrav, % 4,0 3,6 3,4 3,6 3,7
Intakter, Mkr 868 704 572 564 594
Kontrakterad uthyrningsgrad, % 96 97 97 94 95
Kontrakterad arshyra, Mkr 983 812 742 612 626
Marknadsvarde, Mkr 20767 19318 18 864 15433 14 794
Momentan uthyrningsgrad, % * 96 92 86 - -
Nettouthyrning, Mkr * -14 22 61 - -
Overskottsgrad, % 74 73 72 66 68
Finansiella nyckeltal
Balansomslutning, Mkr 22282 20498 19967 6949 6 885
Beldningsgrad, % 26 20 21 18 19
Eget Kapital, Mkr 13131 13 263 12 462 3738 3687
Enterprise value 15752 15710 15110 12 872 12 232
Genomsnittlig eget kapital 13197 12 592 11709 3713 3558
Genomsnittlig ranta exkl 16ftesprovision, % 4,2 3,1 1,7 1,9 1,8
Genomsnittlig ranta inkl |6ftesprovision, % 4,3 3,2 1,8 2,1 1,9
Kapitalbindningstid, ar 2,7 3,0 2,5 2,4 2,7
Nettoskuld, Mkr 5015 3608 3754 2561 2562
Resultat efter finansiella poster 381 381 283 75 280
Réntebindningstid, ar 3,9 4,0 2,2 3,2 3,3
Réntetdckningsgrad, ggr 2,7 4,7 4,9 6,0 4,1
Soliditet, % 59 65 63 54 54

* Nyckeltalet har tidigare inte rapporterats for vissa historiska ar och darfér presenteras inte nyckeltalet fér samtliga ar i denna sammanstallning.
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ALTERNATIVA NYCKELTAL
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I enlighet med riktlinjer fran ESMA (European Securities and Markets Authority) avseende redovisning av alternativa nyckeltal redovisas har
definition och avstamning av alternativa nyckeltal for Axfast. Riktlinjerna innebar utékade upplysningar avseende de finansiella matt som inte
definierats i IFRS. De nyckeltal som framgar nedan ar redovisade i arsrapporten. De anvédnds for intern styrning och uppféljning. Eftersom inte alla
foretag berdknar finansiella matt pa samma satt dr dessa inte alltid jamférbara med matt som anvands av andra féretag.

DEFINITIONER

Nyckeltal

Definition

Berakning

Fastighetsrelaterade nyckeltal

Andel miljocertfifierade fastigheter, antal, % Antal miljocertifierade fastigheter i forhallande till

totala antalet fastigheter. Anges for att belysa hur
stor andel av koncernens totala antal fastigheter
som miljocertifierats.

Antal miljécertifierade fastiheter / totala antalet
fastigheter

Andel miljocertfifierade fastigheter, varde, % Summan av marknadsvardet for miljocertifierade

fastigheter i férhallande till totalt marknadsvarde.
Anges for att belysa hur stor andel av
forvaltningsfastigheternas totala marknadsvarde
som miljocertifierats.

Marknadsvarde for miljocertfifierade fastigheter
/ férvaltningsfastigheternas totala
marknadsvarde

Direktavkastning, %

Enligt rapporterad direktavkastning fran MSCI.
Anges for att belysa forvaltningsfastigheternas
avkastning avseende driftnetto i forhallande till
marknadsvarde.

Driftnetto, Mkr

Hyresintakter med avdrag for drift- och
underhallskostnader, fastighetsskatt och
fastighetsadministration. Anges for att belysa
forvaltningsfastigheternas I6pande intjaning.

Hyresintakter - totala fastighetskostnader

Forvaltningsresultat, Mkr

Driftnetto med avdrag fér avskrivningar, centrala
administrationskostnader och finansnetto. Anges
for att belysa koncernens I6pande intjdning.

Driftnetto - avskrivningar -
centraladministration - finansnetto

Genomsnittlig aterstdende kontraktstid, ar

Aterstaende kontraktsvirde dividerat med
genomsnittlig kontrakterad arshyra. Anges for att
belysa fastighetsportféljens hyresrisk.

Aterstaende kontraktsvirde / kontrakterad
arshyra dar kvarstaende hyresrabatter
periodiserats over kontraktens 16ptid

Genomsnittligt direktavkastningskrav, %

Summan av respektive fastighets
direktavkastningskrav multiplicerat fastighetens
marknadsvarde i férhallande till portféljens totala
marknadsvarde.

Fastighetens direktavkastningskrav x
marknadsvérde / férvaltningsfastigheternas
totala marknadsvarde

Hyresintakter, Mkr

Debiterade hyror, hyrestilligg minus hyresrabatter

Debiterade hyror + hyrestillagg - hyresrabatter

Kontrakterad uthyrningsgrad, %

Kontrakterad hyra inkl tillagg for uthyrda lokaler,
bade for hyresavtal som l6per per periodens utgang
och fér ingangna hyresavtal dar hyresperioden ej
annu borjat 16pa, i relation till summan av
kontrakterad hyra med tillagg for bedomd
marknadshyra for outhyrda lokaler. Anges for att
belysa hur stor andel av fastighetsportféljens totala
potentiella hyresintdkter som omfattas av ingangna
hyresavtal.

Kontrakterad hyra fér ingangna hyresavtal, bade
avseende de som |I6per per balansdagen och for
hyresavtal som dnnu inte bérjat I6pa /
(kontrakterad hyra + beddmd marknadshyra for
outhyrda lokaler)

Kontrakterad arshyra

Summan av hyra inklusive tilligg, bade for de
hyresavtal som |6per pa balansdagen och ingangna
hyresavtal dar hyresperioden ej annu borjat 16pa
och som avser forhyrning av en pa balansdagen
vakant lokal, med avdrag for de hyresrabatter som
ldmnas under innevarande ar. Anges for att belysa
fastighetsportféljens avtalade hyresintakter.

Kontrakterad hyra + hyrestillagg - periodens
utgdende hyresrabatter

Marknadsvarde, Mkr

Utgor vid respektive kvartals- eller arsskifte externt
alternativt internt beddmt marknadsvarde
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Momentan uthyrningsgrad, %

Kontrakterad hyra inkl tillagg for uthyrda lokaler Kontrakterad hyra / (kontrakterad hyra +
dar hyresavtalet I6per vid periodens utgang i bedémd marknadshyra for outhyrda lokaler)
relation till summan av kontrakterad hyra for

uthyrda lokaler dar hyresavtalet 16per med tillagg

for beddomd marknadshyra for outhyrda lokaler.

Anges for att belysa hur stor andel av

fastighetsportféljens totala potentiella

hyresintakter som omfattas av ingangna hyresavtal

som |per pa balansdagen.

Nettoomsattning

Summan av hyresintdkter och 6vriga intakter

Nettouthyrning, Mkr

Summan av arshyran for periodens nytecknade Hyresvardet for periodens nytecknade
hyresavtal med avdrag for summan av arshyran fér hyresavtal - hyresvardet fér de hyresavtal som
hyresavtal uppsagda for avflytt. Anges for att belysa sagts upp for avflytt under perioden
nettovardet av periodens ingangna och for avflytt

uppsagda hyresavtal.

Overskottsgrad, %

Driftnetto i forhallande till hyresintdkter. Anges for Driftnetto / totala hyresintdkter
att belysa forvaltningsfastigheternas intjaning i
forhallande till totala hyresintakter.

Finansiella nyckeltal

Balansomslutning, Mkr

Summan av totala tillgangar eller totala skulder
samt eget kapital.

Belaningsgrad, %

Réntebarande skulder i forhallande till totalt Rintebarande skulder /
marknadsvarde. Anges for att belysa koncernens  forvaltningsfastigheternas totala
finansiella risk. marknadsvarde

Enterprise value

Marknadsvarde med avdrag for nettoskuld. Anges  Forvaltningsfastigheternas totala
for att belysa det varde av marknadsvarde - nettoskuld
forvaltningsfastigheternas totala marknadsvarde

som ar obeldnat efter avdrag for likvida medel.

Genomsnittlig eget kapital

Genomsnittet av eget kapital vid periodens utgang (Periodens ingdende eget kapital + periodens
och eget kapital vid motsvarande tidpunkt utgdende eget kapital)/2
foregaende ar.

Genomsnittlig ranta exkl 16ftesprovision, %

Genomsnittlig rantesats for rantebarande skulder
vid periodens utgang. Anges for att belysa
koncernens finansiella risk.

Genomsnittlig ranta inkl 16ftesprovision, %

Genomsnittlig rantesats for rantebarande skulder
och outnyttjade kreditfaciliteter vid periodens
utgang. Anges for att belysa koncernens finansiella
risk.

Kapitalbindningstid, ar

Genomsnittlig aterstaende l6ptid till forfall av
rantebarande skulder. Anges for att belysa bolagets
finansiella risk.

Nettoskuld, Mkr

Réntebarande skulder med avdrag for likvida
medel.

Resultat efter finansiella poster

Driftnetto med avdrag for avskrivningar, centrala  Driftnetto - avskrivningar -
administrationskostnader och finansnetto. centraladministration - finansnetto
Bendamns dven som forvaltningsresultat. Anges for

att belysa koncernens I6pande intjaning.

Réntebindningstid, ar

Genomsnittlig aterstaende |6ptid avseende
ranteregleringstidpunkt for rantebarande skulder.
Anges for att belysa koncernens finansiella risk.

Rantetdckningsgrad, ggr

Forvaltningsresultat med aterlaggning av finansiella (Forvaltningsresultat + finansiella kostnader) /
kostnader i forhallande till finansiella kostnader. finansiella kostnader
Anges for att belysa koncernens finansiella risk.

Soliditet, %

Eget kapital i férhallande till balansomslutning. Eget kapital / balansomslutning
Anges for att belysa koncernens finansiella
stabilitet.
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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3.5 Settings available via API only

3.5.1 Set highlighting

3.5.2 Field editable by Signatory

4. Initiate the workflow (Initiator)

4.1 Initiate Workflow Execution from Design View

4.2 Initiate Workflow Execution from Template Workflow

4.2.1 List of Template Workflows

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

5. Administer the Workflow Execution (User)

5.1 Progress history

5.2 Withdraw invitation

5.3 Extend due date

5.4 Restart document

5.5 Start signing

5.6 Download document

5.7 Send reminder

5.8 Send document again

5.9 Change of authentication to view and authentication to sign methods

5.10 Bounce management

5.11 Review Attachments

5.12 Review evidence attachments

6. Follow the workflow (Party)

6.1 Overview of Workflow Execution

6.2 Accessing the Sign View

6.2.1 Invitation message

6.2.2 List of Initiated Workflows

6.3 Authenticate to view

6.3.1 Authentication to view

6.4 Reviewing the Sign Material

6.4.1 Contact information

6.4.2 Branded header

6.4.3 Other branded Sign View components

6.4.4 Signing header

6.4.5 Review instruction

6.4.6 Mandatory/optional explanation

6.4.7 Download PDF

6.4.8 Document display

6.4.9 Guiding arrow

6.4.10 Text fields

6.4.11 Checkboxes

6.4.12 Radio buttons

6.4.13 Signature box

6.4.14 About you section

6.4.15 Attachments section

6.4.16 Requested attachments section

6.4.17 Signatories section

6.4.18 Reject or sign section

6.5 Rejecting to sign the Sign Material

6.5.1 Reject button

6.5.2 Rejection section

6.5.3 Rejection confirmation page

6.6 Signing the Sign Material

6.6.1 Signature Drawing Modal

6.6.2 PIN by SMS authentication and Signature Confirmation Section

6.6.3 Swedish BankID authentication and Signature Confirmation Section

6.6.4 Signature Confirmation Section

6.7 Receiving the confirmation after signing

6.7.1 Signature Registration Section

6.7.2 Signature confirmation page

6.7.3 Signature confirmation message

7. Evidence collection

7.1 Collecting missing Sign Material

7.2 Producing the Transaction Logs

7.2.1 Recording Signatories’ activities in Scrive eSign

7.2.2 Generating images of the confirmation after Signatories signed

7.2.3 Recording Signatories’ system information

7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

7.3 Recording clock error

8. Evidence Package generation

8.1 Preparing the Evidence Package

8.1.1 Prepare a Final PDF (step 1)

8.1.2 Append the Verification Page (step 2)

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

8.1.4 Append the Evidence Quality Framework (step 4)

8.1.5 Append the Service Description (step 5)

8.1.6 Append the Evidence Log (step 6)

8.1.7 Append the Evidence of Time (step 7)

8.1.8 Append the Evidence of Intent (step 8)

8.1.9 Append the Digital Signature Documentation (step 9)

8.1.10 Append the Digital Signature (step 10)

8.1.11 Append the Keyless Digital Signature (step 11)

8.1.12 PAdES Digital Signature (optional to Steps 10 and 11)

9. Document administration

9.1 Document list

9.1.1 List view

9.1.2 Learn more and manage workflow

9.1.3 Mass-withdraw invitations

9.1.4 Send mass-reminder

9.1.5 Delete

9.1.6 Filter and search

9.1.7 Download all documents

9.1.8 Download metadata as CSV

9.2 Template Workflow editing list

9.2.1 List view

9.2.2 Filter and search

9.2.3 Delete

9.2.4 Share

9.3 Trash list

9.3.1 List view

9.3.2 Filter and search

9.3.3 Restore

9.4 Auto-deletion of documents and personal data

10. Account administration

10.1 Organisation administration

10.1.1 Organisation details

10.1.2 White-label branding

10.2 User administration

10.2.1 User privileges

10.2.2 User management

1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Digital Signature Documentation

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Overview

2.1 Digital Signatures

2.2 Cryptographic Hash Functions

2.3 Key-based digital signatures

2.4 Keyless digital signatures for durability

2.5 Verifiable timestamps using keyless signatures

3. How to Verify the Evidence Package

3.1 Extracting the Signature

3.2 Parsing the Signature

3.3 Checking the Document

3.4 Checking the Signature

3.5 Checking the Publication

3.6 Conclusion

4. Hash Functions

5. Extracting the Signing Time

6. Extending the TimeSignature

7. References

1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-05-22 18:31:46.57083 UTC ±73 ms

    		2024-05-22 18:11:34.627948 UTC

    		

      31.211.237.66

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Ludvig Svensson (LS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-08-20 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-05-22 18:31:46.57083 UTC ±73 ms

    		2024-05-22 18:11:34.627948 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan@axfast.se) to Johan Berfenstam (JB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-22 18:31:55.806543 UTC ±73 ms

    		2024-05-22 18:11:34.627948 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Berfenstam (JB) was delivered.

      


    

  



  

  

    		2024-05-22 19:35:36.522346 UTC ±75 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan@axfast.se was opened.

      


    

  



  

  

    		2024-05-22 19:35:54.650641 UTC ±76 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      90.235.24.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Berfenstam (JB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-22 19:36:19.669119 UTC ±77 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      90.235.24.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Johan Berfenstam (JB) changed the text in the text field “ID number” from 

  blank

 to 

  “7504237111”

.  

      


    

  



  

  

    		2024-05-22 19:36:28.470054 UTC ±78 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      90.235.24.253

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johan Berfenstam (JB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: Johan Alexander Berfenstam

  
ID number: 

  197504237111



  
IP: 90.235.24.253
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-22 19:36:28.470054 UTC ±78 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (alf57gor@outlook.com) to Alf Göransson (AG). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-22 19:36:36.675632 UTC ±78 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Alf Göransson (AG) was delivered.

      


    

  



  

  

    		2024-05-22 20:07:18.361338 UTC ±172 ms

    		2024-05-22 19:11:38.404425 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to alf57gor@outlook.com was opened.

      


    

  



  

  

    		2024-05-23 06:14:06.494708 UTC ±4 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to alf57gor@outlook.com was opened.

      


    

  



  

  

    		2024-05-23 06:14:10.066467 UTC ±4 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      178.255.115.143

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Alf Göransson (AG) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 06:15:12.625566 UTC ±5 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      178.255.115.143

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The signatory Alf Göransson (AG) changed the text in the text field “ID number” from 

  blank

 to 

  “195712093995”

.  

      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      178.255.115.143

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The document was signed by Alf Göransson (AG) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: Alf Göran Göransson

  
ID number: 

  195712093995



  
IP: 16.171.10.131
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (aaj@axeljohnson.se) to Antonia Ax:son Johnson (AAJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (caroline.berg@axeljohnson.se) to Caroline Berg (CB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ingalill@lovstastuteri.com) to Ingalill Berglund (IB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (johan.fant@altocumulus.com) to Johan Fant (JF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 06:15:29.654979 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (fredrik@wirdenius.com) to Fredrik Wirdenius (FW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 06:15:32.356501 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ingalill Berglund (IB) was delivered.

      


    

  



  

  

    		2024-05-23 06:15:32.377235 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Johan Fant (JF) was delivered.

      


    

  



  

  

    		2024-05-23 06:15:37.980696 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Antonia Ax:son Johnson (AAJ) was delivered.

      


    

  



  

  

    		2024-05-23 06:15:38.000887 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Caroline Berg (CB) was delivered.

      


    

  



  

  

    		2024-05-23 06:15:38.022021 UTC ±6 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Fredrik Wirdenius (FW) was delivered.

      


    

  



  

  

    		2024-05-23 06:26:12.374496 UTC ±16 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to caroline.berg@axeljohnson.se was opened.

      


    

  



  

  

    		2024-05-23 06:26:19.738395 UTC ±16 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      217.213.143.255

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Caroline Berg (CB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 06:26:44.863554 UTC ±16 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to johan.fant@altocumulus.com was opened.

      


    

  



  

  

    		2024-05-23 06:26:53.999721 UTC ±16 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      217.213.143.255

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Caroline Berg (CB) changed the text in the text field “ID number” from 

  blank

 to 

  “196802141702”

.  

      


    

  



  

  

    		2024-05-23 06:26:55.674356 UTC ±16 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      82.209.176.10

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Johan Fant (JF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 06:27:07.728004 UTC ±17 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      217.213.143.255

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_4 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Caroline Berg (CB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: CAROLINE MÖRNER BERG

  
ID number: 

  196802141702



  
IP: 217.213.143.255
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 06:27:51.095329 UTC ±17 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      82.209.176.10

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Johan Fant (JF) changed the text in the text field “ID number” from 

  blank

 to 

  “195909190059”

.  

      


    

  



  

  

    		2024-05-23 06:28:01.861378 UTC ±17 ms

    		2024-05-23 06:12:04.790327 UTC

    		

      82.209.176.10

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_5 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/124.0.2478.105 Version/17.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Johan Fant (JF) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: Johan Fant

  
ID number: 

  195909190059



  
IP: 82.209.176.10
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 08:42:26.151274 UTC ±31 ms

    		2024-05-23 08:12:07.868432 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to caroline.berg@axeljohnson.se was opened.

      


    

  



  

  

    		2024-05-23 10:04:06.430443 UTC ±187 ms

    		2024-05-23 09:12:09.466164 UTC

    		

      90.233.193.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The party Fredrik Wirdenius (FW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 10:06:04.370091 UTC ±194 ms

    		2024-05-23 09:12:09.466164 UTC

    		

      90.233.193.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The party Fredrik Wirdenius (FW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 10:07:10.047886 UTC ±198 ms

    		2024-05-23 09:12:09.466164 UTC

    		

      90.233.193.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The signatory Fredrik Wirdenius (FW) changed the text in the text field “ID number” from 

  blank

 to 

  “610215-1070”

.  

      


    

  



  

  

    		2024-05-23 10:07:25.50757 UTC ±199 ms

    		2024-05-23 09:12:09.466164 UTC

    		

      90.233.193.178

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/124.0.0.0 Safari/537.36 Edg/124.0.0.0

      

    

    		

      

        The document was signed by Fredrik Wirdenius (FW) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: FREDRIK WIRDENIUS

  
ID number: 

  196102151070



  
IP: 95.193.157.253
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 10:41:52.920146 UTC ±38 ms

    		2024-05-23 10:12:11.500835 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ingalill@lovstastuteri.com was opened.

      


    

  



  

  

    		2024-05-23 10:43:51.170401 UTC ±40 ms

    		2024-05-23 10:12:11.500835 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Ingalill Berglund (IB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 10:44:35.145155 UTC ±41 ms

    		2024-05-23 10:12:11.500835 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The signatory Ingalill Berglund (IB) changed the text in the text field “ID number” from 

  blank

 to 

  “196406010246”

.  

      


    

  



  

  

    		2024-05-23 10:44:59.73415 UTC ±42 ms

    		2024-05-23 10:12:11.500835 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The document was signed by Ingalill Berglund (IB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: Ingalill Marie Berglund

  
ID number: 

  196406010246



  
IP: 92.33.30.20
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 12:35:22.391264 UTC ±84 ms

    		2024-05-23 12:12:14.776332 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The party Antonia Ax:son Johnson (AAJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 12:36:22.955578 UTC ±88 ms

    		2024-05-23 12:12:14.776332 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The signatory Antonia Ax:son Johnson (AAJ) changed the text in the text field “ID number” from 

  blank

 to 

  “4309060509”

.  

      


    

  



  

  

    		2024-05-23 12:36:51.883525 UTC ±90 ms

    		2024-05-23 12:12:14.776332 UTC

    		

      92.33.30.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.4.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Antonia Ax:son Johnson (AAJ) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: Antonia Margaret Axelson Johnson

  
ID number: 

  194309060509



  
IP: 92.33.30.20
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 12:36:51.883525 UTC ±90 ms

    		2024-05-23 12:12:14.776332 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (katrine.soderberg@se.ey.com) to Katrine Söderberg (KS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,

Revisorerna har i sista minuten upptäckt två felaktigheter i Moderföretagets kassaflödesanalys (sid 28 i ÅR). Dessa felaktigheter är nu korrigerade men vi måste tyvärr skicka ut en uppdaterad version av Årsredovisningen för signering.
Följ länken nedan för att ta del av och signera den uppdaterade versionen av Årsredovisningen.

Mvh,
Axfast AB
Ludvig Svensson
0735060727

      


    

  



  

  

    		2024-05-23 12:36:58.768757 UTC ±90 ms

    		2024-05-23 12:12:14.776332 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Katrine Söderberg (KS) was delivered.

      


    

  



  

  

    		2024-05-23 13:13:50.356376 UTC ±3 ms

    		2024-05-23 13:12:16.697602 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to katrine.soderberg@se.ey.com was opened.

      


    

  



  

  

    		2024-05-23 13:17:19.12083 UTC ±6 ms

    		2024-05-23 13:12:16.697602 UTC

    		

      147.161.188.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The party Katrine Söderberg (KS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-05-23 14:08:24.989533 UTC ±56 ms

    		2024-05-23 13:12:16.697602 UTC

    		

      147.161.188.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The signatory Katrine Söderberg (KS) changed the text in the text field “ID number” from 

  blank

 to 

  “198111237528”

.  

      


    

  



  

  

    		2024-05-23 14:08:34.226095 UTC ±56 ms

    		2024-05-23 13:12:16.697602 UTC

    		

      147.161.188.101

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/125.0.0.0 Safari/537.36 Edg/125.0.0.0

      

    

    		

      

        The document was signed by Katrine Söderberg (KS) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "Axfast ÅR 2023" med transaktionsnummer 9222115557518134284.












Data returned from 

  the BankID network

:

  
Name: KATRINE SÖDERBERG

  
ID number: 

  198111237528



  
IP: 146.247.176.107
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-05-23 14:08:34.226095 UTC ±56 ms

    		2024-05-23 13:12:16.697602 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  







Evidence of Time

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Index

1. Purpose

2. Time measurement process

2.1 The hypervisor

2.2 Time synchronisation

3. Configuration of hardware and services

3.1 Boot Time

3.2 NTP Configuration

3.3 Monitoring

3.4 Time scale

4. Calculation of the probability of the clock error

4.1 Clock error samples

4.2 Clock error algorithm

4.3 Clock error samples and evidence of normal distribution

4.4 Input parameters

4.5 Probability of the clock error

5. Clock Error Samples

1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.18 ms

		standard deviation: 1.54 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈89.300%

		|e| < 5 ms: ≈99.874%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-04-11 21:35:01.829664 UTC and 2024-05-23 13:12:16.697602 UTC:







  		Time collected

  		Clock offset







  

    		2024-04-11 21:35:01.829664

    		0.8 ms

  





  

    		2024-04-11 22:35:04.487281

    		-2.6 ms

  





  

    		2024-04-11 23:35:06.113497

    		-1.5 ms

  





  

    		2024-04-12 00:35:07.743469

    		-2.3 ms

  





  

    		2024-04-12 01:35:09.453325

    		-1.0 ms

  





  

    		2024-04-12 02:35:11.662919

    		-1.5 ms

  





  

    		2024-04-12 03:35:13.649446

    		-0.4 ms

  





  

    		2024-04-12 04:35:15.462941

    		-0.7 ms

  





  

    		2024-04-12 05:35:17.64268

    		0.1 ms

  





  

    		2024-04-12 06:35:20.070998

    		0.6 ms

  





  

    		2024-04-12 07:35:22.357665

    		1.6 ms

  





  

    		2024-04-12 08:35:23.850097

    		1.1 ms

  





  

    		2024-04-12 09:35:25.529331

    		0.7 ms

  





  

    		2024-04-12 10:35:27.709246

    		0.0 ms

  





  

    		2024-04-12 11:35:30.057817

    		0.0 ms

  





  

    		2024-04-12 12:35:31.7715

    		-0.9 ms

  





  

    		2024-04-12 13:35:33.30148

    		1.1 ms

  





  

    		2024-04-12 14:35:35.950484

    		1.5 ms

  





  

    		2024-04-12 15:35:37.873917

    		-1.5 ms

  





  

    		2024-04-12 16:35:39.506351

    		-0.4 ms

  





  

    		2024-04-12 17:35:41.840512

    		0.5 ms

  





  

    		2024-04-12 18:35:43.503034

    		0.2 ms

  





  

    		2024-04-12 19:35:47.27239

    		0.2 ms

  





  

    		2024-04-12 20:35:49.223502

    		-1.6 ms

  





  

    		2024-04-12 21:35:51.815158

    		-1.4 ms

  





  

    		2024-04-12 22:35:53.666184

    		0.1 ms

  





  

    		2024-04-12 23:35:55.470787

    		0.1 ms

  





  

    		2024-04-13 00:35:58.533532

    		-1.7 ms

  





  

    		2024-04-13 01:36:01.83047

    		1.4 ms

  





  

    		2024-04-13 02:36:04.74508

    		-1.2 ms

  





  

    		2024-04-13 03:36:08.320409

    		-0.1 ms

  





  

    		2024-04-13 04:36:10.998426

    		-1.1 ms

  





  

    		2024-04-13 05:36:14.906537

    		-0.1 ms

  





  

    		2024-04-13 06:36:16.66711

    		1.8 ms

  





  

    		2024-04-13 07:36:19.281374

    		1.9 ms

  





  

    		2024-04-13 08:36:22.592304

    		-0.1 ms

  





  

    		2024-04-13 09:36:24.375654

    		0.2 ms

  





  

    		2024-04-13 10:36:25.986999

    		-0.2 ms

  





  

    		2024-04-13 11:36:28.134845

    		1.9 ms

  





  

    		2024-04-13 12:36:29.998777

    		0.3 ms

  





  

    		2024-04-13 13:36:31.579198

    		0.8 ms

  





  

    		2024-04-13 14:36:33.829613

    		-1.6 ms

  





  

    		2024-04-13 15:36:35.4407

    		1.5 ms

  





  

    		2024-04-13 16:36:36.948792

    		-1.1 ms

  





  

    		2024-04-13 17:36:39.379365

    		0.3 ms

  





  

    		2024-04-13 18:36:42.655378

    		-1.1 ms

  





  

    		2024-04-13 19:36:44.188259

    		0.8 ms

  





  

    		2024-04-13 20:36:46.304811

    		-1.4 ms

  





  

    		2024-04-13 21:36:48.54253

    		1.0 ms

  





  

    		2024-04-13 22:36:50.196098

    		-0.9 ms

  





  

    		2024-04-13 23:36:52.527998

    		2.1 ms

  





  

    		2024-04-14 00:36:56.282276

    		0.8 ms

  





  

    		2024-04-14 01:36:58.767784

    		2.0 ms

  





  

    		2024-04-14 02:37:02.543531

    		-1.1 ms

  





  

    		2024-04-14 03:37:04.928882

    		-0.2 ms

  





  

    		2024-04-14 04:37:07.856698

    		1.2 ms

  





  

    		2024-04-14 05:37:09.565246

    		-0.5 ms

  





  

    		2024-04-14 06:37:12.340329

    		-1.4 ms

  





  

    		2024-04-14 07:37:14.304843

    		-0.8 ms

  





  

    		2024-04-14 08:37:16.728395

    		-0.4 ms

  





  

    		2024-04-14 09:37:18.689006

    		3.1 ms

  





  

    		2024-04-14 10:37:22.896485

    		0.1 ms

  





  

    		2024-04-14 11:37:24.696468

    		1.9 ms

  





  

    		2024-04-14 12:37:27.175293

    		0.8 ms

  





  

    		2024-04-14 13:37:29.930163

    		1.7 ms

  





  

    		2024-04-14 14:37:33.771005

    		-2.3 ms

  





  

    		2024-04-14 15:37:35.566631

    		-1.5 ms

  





  

    		2024-04-14 16:37:37.143297

    		0.1 ms

  





  

    		2024-04-14 17:37:39.381463

    		1.1 ms

  





  

    		2024-04-14 18:37:42.396966

    		-0.4 ms

  





  

    		2024-04-14 19:37:44.007791

    		-0.6 ms

  





  

    		2024-04-14 20:37:46.07538

    		-0.8 ms

  





  

    		2024-04-14 21:37:49.349424

    		-0.5 ms

  





  

    		2024-04-14 22:37:51.182899

    		-1.6 ms

  





  

    		2024-04-14 23:37:54.662976

    		-1.5 ms

  





  

    		2024-04-15 00:37:57.649023

    		1.0 ms

  





  

    		2024-04-15 01:38:00.699202

    		-0.9 ms

  





  

    		2024-04-15 02:38:04.898432

    		-0.5 ms

  





  

    		2024-04-15 03:38:06.444161

    		-1.2 ms

  





  

    		2024-04-15 04:38:08.096421

    		-0.4 ms

  





  

    		2024-04-15 05:38:09.723222

    		-0.5 ms

  





  

    		2024-04-15 06:38:11.727125

    		1.5 ms

  





  

    		2024-04-15 07:38:13.219947

    		1.7 ms

  





  

    		2024-04-15 08:38:14.827118

    		-0.7 ms

  





  

    		2024-04-15 09:38:16.921742

    		1.6 ms

  





  

    		2024-04-15 10:38:18.798798

    		1.8 ms

  





  

    		2024-04-15 11:38:21.498344

    		-1.1 ms

  





  

    		2024-04-15 12:38:23.188349

    		1.4 ms

  





  

    		2024-04-15 13:38:24.809968

    		1.1 ms

  





  

    		2024-04-15 14:38:26.500184

    		0.2 ms

  





  

    		2024-04-15 15:38:28.287027

    		-1.8 ms

  





  

    		2024-04-15 16:38:30.934343

    		-1.9 ms

  





  

    		2024-04-15 17:38:33.069507

    		1.7 ms

  





  

    		2024-04-15 18:38:35.577472

    		1.0 ms

  





  

    		2024-04-15 19:38:39.55747

    		2.3 ms

  





  

    		2024-04-15 20:38:42.07974

    		1.1 ms

  





  

    		2024-04-15 21:38:45.710501

    		-1.3 ms

  





  

    		2024-04-15 22:38:47.626083

    		-1.8 ms

  





  

    		2024-04-15 23:38:50.695002

    		-0.2 ms

  





  

    		2024-04-16 00:38:53.816501

    		-0.7 ms

  





  

    		2024-04-16 01:38:55.716395

    		-0.6 ms

  





  

    		2024-04-16 02:38:57.745679

    		0.8 ms

  





  

    		2024-04-16 03:39:00.408424

    		0.9 ms

  





  

    		2024-04-16 04:39:02.819066

    		-1.3 ms

  





  

    		2024-04-16 05:39:04.750097

    		1.4 ms

  





  

    		2024-04-16 06:39:06.662313

    		-0.2 ms

  





  

    		2024-04-16 07:39:10.155509

    		1.8 ms

  





  

    		2024-04-16 08:39:12.763164

    		0.6 ms

  





  

    		2024-04-16 09:39:14.410389

    		2.7 ms

  





  

    		2024-04-16 10:39:17.017308

    		-0.3 ms

  





  

    		2024-04-16 11:39:18.531095

    		2.6 ms

  





  

    		2024-04-16 12:39:21.928442

    		-0.2 ms

  





  

    		2024-04-16 13:39:23.788713

    		2.3 ms

  





  

    		2024-04-16 14:39:25.548228

    		-0.9 ms

  





  

    		2024-04-16 15:39:27.800876

    		1.4 ms

  





  

    		2024-04-16 16:39:29.75787

    		4.7 ms

  





  

    		2024-04-16 17:39:32.097141

    		3.8 ms

  





  

    		2024-04-16 18:39:34.018517

    		-0.5 ms

  





  

    		2024-04-16 19:39:36.737434

    		-0.2 ms

  





  

    		2024-04-16 20:39:38.415293

    		-0.9 ms

  





  

    		2024-04-16 21:39:39.944978

    		1.3 ms

  





  

    		2024-04-16 22:39:42.064102

    		1.3 ms

  





  

    		2024-04-16 23:39:45.432739

    		-0.5 ms

  





  

    		2024-04-17 00:39:47.855389

    		1.4 ms

  





  

    		2024-04-17 01:39:50.108786

    		0.0 ms

  





  

    		2024-04-17 02:39:52.108575

    		1.6 ms

  





  

    		2024-04-17 03:39:53.959221

    		-1.0 ms

  





  

    		2024-04-17 04:39:55.58016

    		0.3 ms

  





  

    		2024-04-17 05:39:58.380554

    		-1.0 ms

  





  

    		2024-04-17 06:40:00.699784

    		2.6 ms

  





  

    		2024-04-17 07:40:02.406314

    		0.0 ms

  





  

    		2024-04-17 08:40:04.465839

    		2.5 ms

  





  

    		2024-04-17 09:40:06.274396

    		0.3 ms

  





  

    		2024-04-17 10:40:08.85357

    		1.2 ms

  





  

    		2024-04-17 11:40:10.564004

    		0.3 ms

  





  

    		2024-04-17 12:40:12.106968

    		-0.9 ms

  





  

    		2024-04-17 13:40:14.351415

    		1.8 ms

  





  

    		2024-04-17 14:40:16.061679

    		1.9 ms

  





  

    		2024-04-17 15:40:19.498331

    		-0.3 ms

  





  

    		2024-04-17 16:40:21.665114

    		3.7 ms

  





  

    		2024-04-17 17:40:23.645792

    		1.8 ms

  





  

    		2024-04-17 18:40:26.70604

    		0.7 ms

  





  

    		2024-04-17 19:40:28.616785

    		1.4 ms

  





  

    		2024-04-17 20:40:31.040428

    		0.5 ms

  





  

    		2024-04-17 21:40:33.580288

    		-1.1 ms

  





  

    		2024-04-17 22:40:35.531601

    		0.9 ms

  





  

    		2024-04-17 23:40:38.955114

    		-2.8 ms

  





  

    		2024-04-18 00:40:41.37358

    		-3.0 ms

  





  

    		2024-04-18 01:40:44.705995

    		0.2 ms

  





  

    		2024-04-18 02:40:46.759837

    		0.4 ms

  





  

    		2024-04-18 03:40:50.576642

    		-0.6 ms

  





  

    		2024-04-18 04:40:52.77625

    		-0.7 ms

  





  

    		2024-04-18 05:40:55.188909

    		-0.7 ms

  





  

    		2024-04-18 06:40:57.538379

    		1.0 ms

  





  

    		2024-04-18 07:40:59.210499

    		0.5 ms

  





  

    		2024-04-18 08:41:00.916202

    		2.8 ms

  





  

    		2024-04-18 09:41:02.599816

    		1.9 ms

  





  

    		2024-04-18 10:41:04.255745

    		3.2 ms

  





  

    		2024-04-18 11:41:05.812563

    		-0.2 ms

  





  

    		2024-04-18 12:41:07.286455

    		-1.4 ms

  





  

    		2024-04-18 13:41:09.546227

    		0.5 ms

  





  

    		2024-04-18 14:41:11.175401

    		0.9 ms

  





  

    		2024-04-18 15:41:13.329323

    		1.8 ms

  





  

    		2024-04-18 16:41:15.000756

    		-0.2 ms

  





  

    		2024-04-18 17:41:18.773798

    		-0.4 ms

  





  

    		2024-04-18 18:41:21.800827

    		-1.8 ms

  





  

    		2024-04-18 19:41:23.683129

    		-2.6 ms

  





  

    		2024-04-18 20:41:26.279981

    		1.5 ms

  





  

    		2024-04-18 21:41:28.099347

    		-1.6 ms

  





  

    		2024-04-18 22:41:30.419423

    		-1.3 ms

  





  

    		2024-04-18 23:41:33.22256

    		-0.2 ms

  





  

    		2024-04-19 00:41:35.262971

    		0.5 ms

  





  

    		2024-04-19 01:41:36.912294

    		-1.0 ms

  





  

    		2024-04-19 02:41:38.451818

    		-0.6 ms

  





  

    		2024-04-19 03:41:41.311027

    		0.2 ms

  





  

    		2024-04-19 04:41:43.854965

    		1.8 ms

  





  

    		2024-04-19 05:41:46.584933

    		-0.7 ms

  





  

    		2024-04-19 06:41:49.189124

    		2.6 ms

  





  

    		2024-04-19 07:41:51.508476

    		-0.1 ms

  





  

    		2024-04-19 08:41:53.134594

    		0.1 ms

  





  

    		2024-04-19 09:41:55.020316

    		2.9 ms

  





  

    		2024-04-19 10:41:56.760171

    		2.7 ms

  





  

    		2024-04-19 11:41:58.62677

    		1.5 ms

  





  

    		2024-04-19 12:42:00.261066

    		2.9 ms

  





  

    		2024-04-19 13:42:01.946289

    		5.8 ms

  





  

    		2024-04-19 14:42:03.71025

    		0.5 ms

  





  

    		2024-04-19 15:42:05.487479

    		-1.4 ms

  





  

    		2024-04-19 16:42:07.345645

    		-1.4 ms

  





  

    		2024-04-19 17:42:09.40898

    		-0.3 ms

  





  

    		2024-04-19 18:42:12.180857

    		-2.4 ms

  





  

    		2024-04-19 19:42:15.740913

    		-0.5 ms

  





  

    		2024-04-19 20:42:17.586602

    		-2.6 ms

  





  

    		2024-04-19 21:42:19.311539

    		1.5 ms

  





  

    		2024-04-19 22:42:21.876329

    		1.5 ms

  





  

    		2024-04-19 23:42:24.064893

    		-0.4 ms

  





  

    		2024-04-20 00:42:26.199925

    		1.9 ms

  





  

    		2024-04-20 01:42:28.683813

    		1.1 ms

  





  

    		2024-04-20 02:42:31.172207

    		1.9 ms

  





  

    		2024-04-20 03:42:33.787606

    		1.6 ms

  





  

    		2024-04-20 04:42:37.511557

    		-1.2 ms

  





  

    		2024-04-20 05:42:38.953521

    		0.6 ms

  





  

    		2024-04-20 06:42:40.797253

    		1.5 ms

  





  

    		2024-04-20 07:42:42.590355

    		0.3 ms

  





  

    		2024-04-20 08:42:44.051399

    		-0.3 ms

  





  

    		2024-04-20 09:42:45.755255

    		1.7 ms

  





  

    		2024-04-20 10:42:47.787239

    		2.4 ms

  





  

    		2024-04-20 11:42:50.900918

    		1.5 ms

  





  

    		2024-04-20 12:42:52.557844

    		0.6 ms

  





  

    		2024-04-20 13:42:55.045854

    		-0.1 ms

  





  

    		2024-04-20 14:42:57.811323

    		1.3 ms

  





  

    		2024-04-20 15:43:00.05932

    		1.4 ms

  





  

    		2024-04-20 16:43:01.596242

    		-0.6 ms

  





  

    		2024-04-20 17:43:05.837041

    		-2.9 ms

  





  

    		2024-04-20 18:43:08.017794

    		-3.7 ms

  





  

    		2024-04-20 19:43:09.777335

    		-3.6 ms

  





  

    		2024-04-20 20:43:12.607961

    		-1.8 ms

  





  

    		2024-04-20 21:43:14.694737

    		-1.1 ms

  





  

    		2024-04-20 22:43:16.252617

    		-1.8 ms

  





  

    		2024-04-20 23:43:18.054688

    		0.3 ms

  





  

    		2024-04-21 00:43:21.227599

    		-0.9 ms

  





  

    		2024-04-21 01:43:23.640524

    		-1.2 ms

  





  

    		2024-04-21 02:43:25.377495

    		0.7 ms

  





  

    		2024-04-21 03:43:28.315817

    		1.5 ms

  





  

    		2024-04-21 04:43:30.213962

    		-0.5 ms

  





  

    		2024-04-21 05:43:32.208984

    		-1.0 ms

  





  

    		2024-04-21 06:43:33.836959

    		0.3 ms

  





  

    		2024-04-21 07:43:35.672975

    		2.4 ms

  





  

    		2024-04-21 08:43:38.350389

    		3.3 ms

  





  

    		2024-04-21 09:43:40.348029

    		1.5 ms

  





  

    		2024-04-21 10:43:41.897864

    		6.0 ms

  





  

    		2024-04-21 11:43:44.475122

    		-1.0 ms

  





  

    		2024-04-21 12:43:46.845298

    		1.3 ms

  





  

    		2024-04-21 13:43:49.031677

    		2.5 ms

  





  

    		2024-04-21 14:43:50.773718

    		0.1 ms

  





  

    		2024-04-21 15:43:52.549509

    		-1.3 ms

  





  

    		2024-04-21 16:43:54.940628

    		-2.2 ms

  





  

    		2024-04-21 17:43:56.521474

    		-1.9 ms

  





  

    		2024-04-21 18:44:00.450099

    		-0.8 ms

  





  

    		2024-04-21 19:44:02.255448

    		-1.2 ms

  





  

    		2024-04-21 20:44:04.205271

    		-0.5 ms

  





  

    		2024-04-21 21:44:05.988913

    		0.2 ms

  





  

    		2024-04-21 22:44:08.265532

    		-2.2 ms

  





  

    		2024-04-21 23:44:10.271904

    		0.8 ms

  





  

    		2024-04-22 00:44:13.283391

    		0.0 ms

  





  

    		2024-04-22 01:44:16.077334

    		-0.1 ms

  





  

    		2024-04-22 02:44:18.205304

    		-0.3 ms

  





  

    		2024-04-22 03:44:21.135656

    		1.1 ms

  





  

    		2024-04-22 04:44:23.752928

    		3.5 ms

  





  

    		2024-04-22 05:44:26.557441

    		0.4 ms

  





  

    		2024-04-22 06:44:28.061069

    		2.7 ms

  





  

    		2024-04-22 07:44:29.508098

    		0.8 ms

  





  

    		2024-04-22 08:44:31.345438

    		-0.4 ms

  





  

    		2024-04-22 09:44:33.283112

    		0.4 ms

  





  

    		2024-04-22 10:44:35.545321

    		1.7 ms

  





  

    		2024-04-22 11:44:37.050992

    		2.6 ms

  





  

    		2024-04-22 12:44:38.923041

    		2.0 ms

  





  

    		2024-04-22 13:44:40.906455

    		-0.1 ms

  





  

    		2024-04-22 14:44:42.434199

    		7.2 ms

  





  

    		2024-04-22 15:44:45.081483

    		4.0 ms

  





  

    		2024-04-22 16:44:48.212518

    		1.9 ms

  





  

    		2024-04-22 17:44:49.697498

    		-0.8 ms

  





  

    		2024-04-22 18:44:51.765469

    		-0.5 ms

  





  

    		2024-04-22 19:44:53.506207

    		-1.4 ms

  





  

    		2024-04-22 20:44:57.330831

    		-2.4 ms

  





  

    		2024-04-22 21:44:59.198985

    		-1.1 ms

  





  

    		2024-04-22 22:45:00.899139

    		-1.8 ms

  





  

    		2024-04-22 23:45:04.062866

    		-2.2 ms

  





  

    		2024-04-23 00:45:07.275246

    		-2.6 ms

  





  

    		2024-04-23 01:45:09.303895

    		0.4 ms

  





  

    		2024-04-23 02:45:12.203557

    		-0.7 ms

  





  

    		2024-04-23 03:45:14.321184

    		2.3 ms

  





  

    		2024-04-23 04:45:16.73412

    		-0.7 ms

  





  

    		2024-04-23 05:45:18.246076

    		0.2 ms

  





  

    		2024-04-23 06:45:20.292047

    		0.9 ms

  





  

    		2024-04-23 07:45:23.042504

    		0.1 ms

  





  

    		2024-04-23 08:45:24.650787

    		0.7 ms

  





  

    		2024-04-23 09:45:26.396177

    		1.3 ms

  





  

    		2024-04-23 10:45:28.735629

    		-1.2 ms

  





  

    		2024-04-23 11:45:30.308028

    		0.4 ms

  





  

    		2024-04-23 12:45:32.124104

    		-0.4 ms

  





  

    		2024-04-23 13:45:33.539783

    		-0.7 ms

  





  

    		2024-04-23 14:45:35.35208

    		0.2 ms

  





  

    		2024-04-23 15:45:37.236431

    		0.2 ms

  





  

    		2024-04-23 16:45:39.109802

    		0.1 ms

  





  

    		2024-04-23 17:45:40.90075

    		-0.3 ms

  





  

    		2024-04-23 18:45:42.548784

    		-1.4 ms

  





  

    		2024-04-23 19:45:45.726194

    		-0.5 ms

  





  

    		2024-04-23 20:45:47.510631

    		-1.3 ms

  





  

    		2024-04-23 21:45:50.137251

    		0.3 ms

  





  

    		2024-04-23 22:45:52.352003

    		-1.4 ms

  





  

    		2024-04-23 23:45:54.404481

    		-1.9 ms

  





  

    		2024-04-24 00:45:55.924392

    		-0.3 ms

  





  

    		2024-04-24 01:45:58.399822

    		1.1 ms

  





  

    		2024-04-24 02:46:00.197816

    		-0.7 ms

  





  

    		2024-04-24 03:46:02.841152

    		-0.1 ms

  





  

    		2024-04-24 04:46:05.20741

    		-1.2 ms

  





  

    		2024-04-24 05:46:06.842082

    		0.3 ms

  





  

    		2024-04-24 06:46:08.701046

    		1.3 ms

  





  

    		2024-04-24 07:46:10.479142

    		-0.9 ms

  





  

    		2024-04-24 08:46:12.031792

    		6.0 ms

  





  

    		2024-04-24 09:46:13.800153

    		-3.9 ms

  





  

    		2024-04-24 10:46:15.466347

    		-1.7 ms

  





  

    		2024-04-24 11:46:17.061781

    		1.3 ms

  





  

    		2024-04-24 12:46:18.744732

    		-0.7 ms

  





  

    		2024-04-24 13:46:20.445049

    		1.9 ms

  





  

    		2024-04-24 14:46:22.318049

    		-0.6 ms

  





  

    		2024-04-24 15:46:23.796706

    		0.3 ms

  





  

    		2024-04-24 16:46:25.801719

    		-0.6 ms

  





  

    		2024-04-24 17:46:28.083176

    		1.7 ms

  





  

    		2024-04-24 18:46:29.620932

    		1.4 ms

  





  

    		2024-04-24 19:46:32.160913

    		-0.3 ms

  





  

    		2024-04-24 20:46:33.808861

    		1.2 ms

  





  

    		2024-04-24 21:46:35.761419

    		0.4 ms

  





  

    		2024-04-24 22:46:37.724093

    		-1.6 ms

  





  

    		2024-04-24 23:46:39.993759

    		-2.0 ms

  





  

    		2024-04-25 00:46:42.615406

    		-1.9 ms

  





  

    		2024-04-25 01:46:44.213675

    		0.3 ms

  





  

    		2024-04-25 02:46:46.07723

    		-0.5 ms

  





  

    		2024-04-25 03:46:47.71946

    		0.7 ms

  





  

    		2024-04-25 04:46:49.943306

    		-0.2 ms

  





  

    		2024-04-25 05:46:52.030642

    		-0.3 ms

  





  

    		2024-04-25 06:46:54.282219

    		2.5 ms

  





  

    		2024-04-25 07:46:56.183562

    		2.2 ms

  





  

    		2024-04-25 08:46:57.690335

    		0.0 ms

  





  

    		2024-04-25 09:46:59.569815

    		-0.3 ms

  





  

    		2024-04-25 10:47:01.765918

    		-1.2 ms

  





  

    		2024-04-25 11:47:03.932078

    		0.8 ms

  





  

    		2024-04-25 12:47:05.53694

    		-1.2 ms

  





  

    		2024-04-25 13:47:07.082963

    		-1.1 ms

  





  

    		2024-04-25 14:47:09.062963

    		1.3 ms

  





  

    		2024-04-25 15:47:11.113128

    		0.8 ms

  





  

    		2024-04-25 16:47:13.498276

    		1.1 ms

  





  

    		2024-04-25 17:47:16.684121

    		0.6 ms

  





  

    		2024-04-25 18:47:18.977014

    		1.0 ms

  





  

    		2024-04-25 19:47:20.770748

    		-1.7 ms

  





  

    		2024-04-25 20:47:24.112632

    		-1.2 ms

  





  

    		2024-04-25 21:47:26.37252

    		-1.2 ms

  





  

    		2024-04-25 22:47:28.845357

    		-2.0 ms

  





  

    		2024-04-25 23:47:31.023104

    		-2.3 ms

  





  

    		2024-04-26 00:47:33.073941

    		-0.4 ms

  





  

    		2024-04-26 01:47:34.885546

    		-1.5 ms

  





  

    		2024-04-26 02:47:37.218862

    		-1.2 ms

  





  

    		2024-04-26 03:47:39.464895

    		-1.0 ms

  





  

    		2024-04-26 04:47:41.59936

    		-1.1 ms

  





  

    		2024-04-26 05:47:43.392974

    		-0.4 ms

  





  

    		2024-04-26 06:47:45.918609

    		2.5 ms

  





  

    		2024-04-26 07:47:48.583342

    		0.0 ms

  





  

    		2024-04-26 08:47:50.435434

    		1.0 ms

  





  

    		2024-04-26 09:47:52.646436

    		-0.7 ms

  





  

    		2024-04-26 10:47:54.353927

    		2.1 ms

  





  

    		2024-04-26 11:47:55.927304

    		-0.3 ms

  





  

    		2024-04-26 12:47:57.48767

    		0.2 ms

  





  

    		2024-04-26 13:47:59.193198

    		0.4 ms

  





  

    		2024-04-26 14:48:01.276723

    		-0.3 ms

  





  

    		2024-04-26 15:48:03.840127

    		0.0 ms

  





  

    		2024-04-26 16:48:06.55324

    		0.7 ms

  





  

    		2024-04-26 17:48:08.6442

    		-1.2 ms

  





  

    		2024-04-26 18:48:11.378533

    		-0.9 ms

  





  

    		2024-04-26 19:48:15.040879

    		1.6 ms

  





  

    		2024-04-26 20:48:18.229838

    		-1.8 ms

  





  

    		2024-04-26 21:48:21.048874

    		-0.8 ms

  





  

    		2024-04-26 22:48:22.630316

    		-1.4 ms

  





  

    		2024-04-26 23:48:25.411256

    		0.8 ms

  





  

    		2024-04-27 00:48:29.377802

    		-1.7 ms

  





  

    		2024-04-27 01:48:33.217023

    		-2.0 ms

  





  

    		2024-04-27 02:48:35.903714

    		-1.2 ms

  





  

    		2024-04-27 03:48:37.782605

    		-0.3 ms

  





  

    		2024-04-27 04:48:41.242542

    		-0.6 ms

  





  

    		2024-04-27 05:48:43.619988

    		2.5 ms

  





  

    		2024-04-27 06:48:45.846479

    		0.7 ms

  





  

    		2024-04-27 07:48:47.928052

    		1.6 ms

  





  

    		2024-04-27 08:48:49.669685

    		1.1 ms

  





  

    		2024-04-27 09:48:51.288186

    		-1.7 ms

  





  

    		2024-04-27 10:48:53.489165

    		2.0 ms

  





  

    		2024-04-27 11:48:54.97557

    		-0.8 ms

  





  

    		2024-04-27 12:48:56.831322

    		-1.1 ms

  





  

    		2024-04-27 13:48:58.704853

    		2.1 ms

  





  

    		2024-04-27 14:49:00.78503

    		1.4 ms

  





  

    		2024-04-27 15:49:02.790079

    		-0.4 ms

  





  

    		2024-04-27 16:49:04.615568

    		-0.5 ms

  





  

    		2024-04-27 17:49:07.86045

    		1.6 ms

  





  

    		2024-04-27 18:49:10.139089

    		-1.4 ms

  





  

    		2024-04-27 19:49:13.416827

    		-0.6 ms

  





  

    		2024-04-27 20:49:15.59864

    		0.0 ms

  





  

    		2024-04-27 21:49:17.544461

    		-0.6 ms

  





  

    		2024-04-27 22:49:20.188408

    		-0.5 ms

  





  

    		2024-04-27 23:49:22.996901

    		0.8 ms

  





  

    		2024-04-28 00:49:24.517695

    		0.0 ms

  





  

    		2024-04-28 01:49:28.695276

    		-2.2 ms

  





  

    		2024-04-28 02:49:30.612393

    		0.6 ms

  





  

    		2024-04-28 03:49:33.205843

    		-1.8 ms

  





  

    		2024-04-28 04:49:35.404492

    		-1.8 ms

  





  

    		2024-04-28 05:49:39.099345

    		0.5 ms

  





  

    		2024-04-28 06:49:42.412793

    		-0.2 ms

  





  

    		2024-04-28 07:49:44.520565

    		3.2 ms

  





  

    		2024-04-28 08:49:46.755708

    		0.2 ms

  





  

    		2024-04-28 09:49:48.971516

    		-0.5 ms

  





  

    		2024-04-28 10:49:51.869007

    		1.8 ms

  





  

    		2024-04-28 11:49:54.901247

    		-0.2 ms

  





  

    		2024-04-28 12:49:56.817633

    		0.2 ms

  





  

    		2024-04-28 13:49:58.829264

    		1.1 ms

  





  

    		2024-04-28 14:50:01.25649

    		2.0 ms

  





  

    		2024-04-28 15:50:03.740545

    		1.3 ms

  





  

    		2024-04-28 16:50:06.605122

    		-0.7 ms

  





  

    		2024-04-28 17:50:08.962173

    		-0.1 ms

  





  

    		2024-04-28 18:50:12.690668

    		1.4 ms

  





  

    		2024-04-28 19:50:14.741276

    		-2.1 ms

  





  

    		2024-04-28 20:50:17.468027

    		0.7 ms

  





  

    		2024-04-28 21:50:19.657296

    		-0.5 ms

  





  

    		2024-04-28 22:50:21.782346

    		1.5 ms

  





  

    		2024-04-28 23:50:24.254136

    		-1.0 ms

  





  

    		2024-04-29 00:50:26.9552

    		-1.2 ms

  





  

    		2024-04-29 01:50:28.949325

    		-1.1 ms

  





  

    		2024-04-29 02:50:32.748462

    		-1.3 ms

  





  

    		2024-04-29 03:50:34.530389

    		-1.5 ms

  





  

    		2024-04-29 04:50:37.381686

    		-1.2 ms

  





  

    		2024-04-29 05:50:39.070693

    		0.1 ms

  





  

    		2024-04-29 06:50:40.791313

    		-0.3 ms

  





  

    		2024-04-29 07:50:42.317371

    		-0.2 ms

  





  

    		2024-04-29 08:50:43.997819

    		0.4 ms

  





  

    		2024-04-29 09:50:46.002234

    		-0.6 ms

  





  

    		2024-04-29 10:50:48.265871

    		1.0 ms

  





  

    		2024-04-29 11:50:49.961029

    		0.9 ms

  





  

    		2024-04-29 12:50:52.608804

    		1.8 ms

  





  

    		2024-04-29 13:50:54.149352

    		1.2 ms

  





  

    		2024-04-29 14:50:56.631201

    		0.5 ms

  





  

    		2024-04-29 15:50:58.630995

    		-1.4 ms

  





  

    		2024-04-29 16:51:01.957455

    		-1.8 ms

  





  

    		2024-04-29 17:51:04.013365

    		0.9 ms

  





  

    		2024-04-29 18:51:07.494845

    		1.3 ms

  





  

    		2024-04-29 19:51:09.208376

    		1.8 ms

  





  

    		2024-04-29 20:51:11.999281

    		2.2 ms

  





  

    		2024-04-29 21:51:13.799666

    		1.0 ms

  





  

    		2024-04-29 22:51:15.624967

    		-0.6 ms

  





  

    		2024-04-29 23:51:17.360214

    		-1.8 ms

  





  

    		2024-04-30 00:51:19.059844

    		-0.8 ms

  





  

    		2024-04-30 01:51:20.761887

    		1.6 ms

  





  

    		2024-04-30 02:51:22.505534

    		-1.0 ms

  





  

    		2024-04-30 03:51:24.08411

    		2.4 ms

  





  

    		2024-04-30 04:51:26.707146

    		-0.8 ms

  





  

    		2024-04-30 05:51:28.819925

    		2.0 ms

  





  

    		2024-04-30 06:51:30.620176

    		0.7 ms

  





  

    		2024-04-30 07:51:32.365838

    		-0.1 ms

  





  

    		2024-04-30 08:51:34.67745

    		0.7 ms

  





  

    		2024-04-30 09:51:36.313513

    		0.5 ms

  





  

    		2024-04-30 10:51:37.794538

    		-0.5 ms

  





  

    		2024-04-30 11:51:39.454418

    		1.6 ms

  





  

    		2024-04-30 12:51:41.571508

    		1.1 ms

  





  

    		2024-04-30 13:51:43.166028

    		0.6 ms

  





  

    		2024-04-30 14:51:44.640874

    		2.0 ms

  





  

    		2024-04-30 15:51:46.223705

    		0.7 ms

  





  

    		2024-04-30 16:51:47.702045

    		1.0 ms

  





  

    		2024-04-30 17:51:49.346022

    		-0.4 ms

  





  

    		2024-04-30 18:51:51.990587

    		1.7 ms

  





  

    		2024-04-30 19:51:56.056171

    		-0.4 ms

  





  

    		2024-04-30 20:51:57.818801

    		-1.8 ms

  





  

    		2024-04-30 21:52:01.696142

    		2.4 ms

  





  

    		2024-04-30 22:52:03.276623

    		-2.2 ms

  





  

    		2024-04-30 23:52:05.455556

    		0.7 ms

  





  

    		2024-05-01 00:52:07.092637

    		-1.3 ms

  





  

    		2024-05-01 01:52:08.891264

    		-0.6 ms

  





  

    		2024-05-01 02:52:11.46833

    		0.0 ms

  





  

    		2024-05-01 03:52:14.080045

    		1.3 ms

  





  

    		2024-05-01 04:52:15.634188

    		0.0 ms

  





  

    		2024-05-01 05:52:17.499256

    		-0.2 ms

  





  

    		2024-05-01 06:52:19.107055

    		-0.1 ms

  





  

    		2024-05-01 07:52:20.774765

    		0.5 ms

  





  

    		2024-05-01 08:52:23.484415

    		2.0 ms

  





  

    		2024-05-01 09:52:25.174451

    		1.7 ms

  





  

    		2024-05-01 10:52:26.764591

    		2.5 ms

  





  

    		2024-05-01 11:52:28.442095

    		-0.5 ms

  





  

    		2024-05-01 12:52:32.643354

    		2.9 ms

  





  

    		2024-05-01 13:52:35.286779

    		-0.7 ms

  





  

    		2024-05-01 14:52:37.767917

    		0.8 ms

  





  

    		2024-05-01 15:52:39.504823

    		1.5 ms

  





  

    		2024-05-01 16:52:42.672649

    		1.7 ms

  





  

    		2024-05-01 17:52:45.609667

    		-0.9 ms

  





  

    		2024-05-01 18:52:48.477867

    		-1.9 ms

  





  

    		2024-05-01 19:52:50.378431

    		-0.8 ms

  





  

    		2024-05-01 20:52:52.814377

    		0.0 ms

  





  

    		2024-05-01 21:52:54.522479

    		-1.4 ms

  





  

    		2024-05-01 22:52:56.205058

    		-0.3 ms

  





  

    		2024-05-01 23:52:58.437844

    		1.0 ms

  





  

    		2024-05-02 00:53:01.284298

    		1.5 ms

  





  

    		2024-05-02 01:53:04.27774

    		1.5 ms

  





  

    		2024-05-02 02:53:06.191649

    		-0.3 ms

  





  

    		2024-05-02 03:53:07.974153

    		-0.9 ms

  





  

    		2024-05-02 04:53:10.24838

    		-1.6 ms

  





  

    		2024-05-02 05:53:12.798957

    		-1.3 ms

  





  

    		2024-05-02 06:53:16.355222

    		2.5 ms

  





  

    		2024-05-02 07:53:19.347954

    		1.3 ms

  





  

    		2024-05-02 08:53:21.942532

    		-0.5 ms

  





  

    		2024-05-02 09:53:23.735122

    		1.1 ms

  





  

    		2024-05-02 10:53:25.625116

    		-0.6 ms

  





  

    		2024-05-02 11:53:28.419883

    		2.1 ms

  





  

    		2024-05-02 12:53:30.791723

    		2.7 ms

  





  

    		2024-05-02 13:53:33.402447

    		0.3 ms

  





  

    		2024-05-02 14:53:35.757326

    		2.3 ms

  





  

    		2024-05-02 15:53:38.038051

    		1.5 ms

  





  

    		2024-05-02 16:53:39.885667

    		2.1 ms

  





  

    		2024-05-02 17:53:41.796714

    		1.4 ms

  





  

    		2024-05-02 18:53:43.329617

    		-0.2 ms

  





  

    		2024-05-02 19:53:45.136129

    		0.3 ms

  





  

    		2024-05-02 20:53:47.227301

    		1.7 ms

  





  

    		2024-05-02 21:53:50.034088

    		2.0 ms

  





  

    		2024-05-02 22:53:51.691186

    		-1.7 ms

  





  

    		2024-05-02 23:53:53.443156

    		-1.9 ms

  





  

    		2024-05-03 00:53:55.04429

    		-0.4 ms

  





  

    		2024-05-03 01:53:58.13474

    		-1.8 ms

  





  

    		2024-05-03 02:53:59.761525

    		1.0 ms

  





  

    		2024-05-03 03:54:01.691417

    		-1.3 ms

  





  

    		2024-05-03 04:54:03.886085

    		1.0 ms

  





  

    		2024-05-03 05:54:05.591642

    		2.1 ms

  





  

    		2024-05-03 06:54:08.540159

    		-0.7 ms

  





  

    		2024-05-03 07:54:10.440449

    		3.2 ms

  





  

    		2024-05-03 08:54:12.173195

    		-0.2 ms

  





  

    		2024-05-03 09:54:14.119969

    		-0.5 ms

  





  

    		2024-05-03 10:54:15.644733

    		-1.1 ms

  





  

    		2024-05-03 11:54:18.755609

    		0.4 ms

  





  

    		2024-05-03 12:54:20.39442

    		-0.3 ms

  





  

    		2024-05-03 13:54:23.031945

    		2.7 ms

  





  

    		2024-05-03 14:54:24.878004

    		2.1 ms

  





  

    		2024-05-03 15:54:26.675315

    		0.3 ms

  





  

    		2024-05-03 16:54:29.048526

    		1.1 ms

  





  

    		2024-05-03 17:54:30.604727

    		1.6 ms

  





  

    		2024-05-03 18:54:34.952117

    		-0.5 ms

  





  

    		2024-05-03 19:54:39.196039

    		1.2 ms

  





  

    		2024-05-03 20:54:43.569476

    		-2.1 ms

  





  

    		2024-05-03 21:54:47.582308

    		-0.3 ms

  





  

    		2024-05-03 22:54:51.806349

    		-1.3 ms

  





  

    		2024-05-03 23:54:53.642243

    		-0.1 ms

  





  

    		2024-05-04 00:54:57.678986

    		-1.9 ms

  





  

    		2024-05-04 01:54:59.760565

    		-1.8 ms

  





  

    		2024-05-04 02:55:02.244045

    		-0.9 ms

  





  

    		2024-05-04 03:55:03.772034

    		-1.2 ms

  





  

    		2024-05-04 04:55:05.545757

    		-0.7 ms

  





  

    		2024-05-04 05:55:07.651897

    		0.0 ms

  





  

    		2024-05-04 06:55:09.528029

    		1.7 ms

  





  

    		2024-05-04 07:55:11.106664

    		2.3 ms

  





  

    		2024-05-04 08:55:13.264185

    		-0.8 ms

  





  

    		2024-05-04 09:55:15.818319

    		3.8 ms

  





  

    		2024-05-04 10:55:17.811771

    		0.2 ms

  





  

    		2024-05-04 11:55:19.325388

    		2.2 ms

  





  

    		2024-05-04 12:55:21.113849

    		-0.3 ms

  





  

    		2024-05-04 13:55:23.020974

    		0.5 ms

  





  

    		2024-05-04 14:55:24.742156

    		0.4 ms

  





  

    		2024-05-04 15:55:26.842064

    		1.0 ms

  





  

    		2024-05-04 16:55:28.768252

    		-0.3 ms

  





  

    		2024-05-04 17:55:30.630064

    		1.6 ms

  





  

    		2024-05-04 18:55:32.884189

    		-1.3 ms

  





  

    		2024-05-04 19:55:35.897784

    		-0.7 ms

  





  

    		2024-05-04 20:55:37.992565

    		-1.2 ms

  





  

    		2024-05-04 21:55:40.600765

    		-1.2 ms

  





  

    		2024-05-04 22:55:43.417864

    		-0.6 ms

  





  

    		2024-05-04 23:55:45.327617

    		0.5 ms

  





  

    		2024-05-05 00:55:49.330658

    		-1.4 ms

  





  

    		2024-05-05 01:55:50.856791

    		-1.4 ms

  





  

    		2024-05-05 02:55:52.40867

    		1.0 ms

  





  

    		2024-05-05 03:55:54.991052

    		-0.4 ms

  





  

    		2024-05-05 04:55:57.887454

    		0.9 ms

  





  

    		2024-05-05 05:55:59.926324

    		1.6 ms

  





  

    		2024-05-05 06:56:04.099261

    		-0.3 ms

  





  

    		2024-05-05 07:56:05.779992

    		-0.8 ms

  





  

    		2024-05-05 08:56:07.619601

    		3.4 ms

  





  

    		2024-05-05 09:56:09.661858

    		0.0 ms

  





  

    		2024-05-05 10:56:11.359885

    		2.5 ms

  





  

    		2024-05-05 11:56:14.111128

    		0.4 ms

  





  

    		2024-05-05 12:56:15.742353

    		0.6 ms

  





  

    		2024-05-05 13:56:17.345272

    		1.5 ms

  





  

    		2024-05-05 14:56:19.739472

    		-0.6 ms

  





  

    		2024-05-05 15:56:21.18129

    		-0.2 ms

  





  

    		2024-05-05 16:56:23.100946

    		-0.1 ms

  





  

    		2024-05-05 17:56:24.807376

    		-0.1 ms

  





  

    		2024-05-05 18:56:27.162476

    		0.1 ms

  





  

    		2024-05-05 19:56:29.43334

    		1.1 ms

  





  

    		2024-05-05 20:56:32.038209

    		-2.7 ms

  





  

    		2024-05-05 21:56:35.468577

    		1.1 ms

  





  

    		2024-05-05 22:56:38.246061

    		0.8 ms

  





  

    		2024-05-05 23:56:40.767118

    		-1.0 ms

  





  

    		2024-05-06 00:56:44.116987

    		-1.6 ms

  





  

    		2024-05-06 01:56:45.723851

    		-1.1 ms

  





  

    		2024-05-06 02:56:47.819761

    		-0.6 ms

  





  

    		2024-05-06 03:56:49.664611

    		0.6 ms

  





  

    		2024-05-06 04:56:51.288243

    		1.3 ms

  





  

    		2024-05-06 05:56:52.865323

    		1.8 ms

  





  

    		2024-05-06 06:56:54.515397

    		-0.1 ms

  





  

    		2024-05-06 07:56:57.063642

    		-0.3 ms

  





  

    		2024-05-06 08:56:59.047769

    		1.4 ms

  





  

    		2024-05-06 09:57:01.766471

    		1.0 ms

  





  

    		2024-05-06 10:57:03.40648

    		1.7 ms

  





  

    		2024-05-06 11:57:05.476707

    		-0.5 ms

  





  

    		2024-05-06 12:57:07.81787

    		0.8 ms

  





  

    		2024-05-06 13:57:09.383199

    		0.9 ms

  





  

    		2024-05-06 14:57:11.247887

    		0.0 ms

  





  

    		2024-05-06 15:57:13.761268

    		1.3 ms

  





  

    		2024-05-06 16:57:15.780236

    		-1.0 ms

  





  

    		2024-05-06 17:57:17.486558

    		1.6 ms

  





  

    		2024-05-06 18:57:19.564701

    		-0.5 ms

  





  

    		2024-05-06 19:57:21.061572

    		-1.4 ms

  





  

    		2024-05-06 20:57:22.96866

    		-2.8 ms

  





  

    		2024-05-06 21:57:25.79423

    		1.1 ms

  





  

    		2024-05-06 22:57:28.223481

    		0.0 ms

  





  

    		2024-05-06 23:57:30.288277

    		-1.5 ms

  





  

    		2024-05-07 00:57:31.731357

    		0.2 ms

  





  

    		2024-05-07 01:57:33.504479

    		0.9 ms

  





  

    		2024-05-07 02:57:35.932532

    		1.0 ms

  





  

    		2024-05-07 03:57:38.154049

    		1.5 ms

  





  

    		2024-05-07 04:57:40.487691

    		1.6 ms

  





  

    		2024-05-07 05:57:42.489132

    		1.7 ms

  





  

    		2024-05-07 06:57:45.667377

    		-0.8 ms

  





  

    		2024-05-07 07:57:47.561664

    		-0.2 ms

  





  

    		2024-05-07 08:57:49.406277

    		1.3 ms

  





  

    		2024-05-07 09:57:51.028651

    		0.2 ms

  





  

    		2024-05-07 10:57:52.896726

    		2.8 ms

  





  

    		2024-05-07 11:57:54.73321

    		4.0 ms

  





  

    		2024-05-07 12:57:56.320545

    		1.0 ms

  





  

    		2024-05-07 13:57:58.064056

    		-0.4 ms

  





  

    		2024-05-07 14:58:01.072569

    		1.1 ms

  





  

    		2024-05-07 15:58:02.799054

    		-2.5 ms

  





  

    		2024-05-07 16:58:04.429999

    		0.7 ms

  





  

    		2024-05-07 17:58:06.103053

    		-1.0 ms

  





  

    		2024-05-07 18:58:08.505798

    		1.3 ms

  





  

    		2024-05-07 19:58:11.37382

    		0.2 ms

  





  

    		2024-05-07 20:58:14.127234

    		-0.5 ms

  





  

    		2024-05-07 21:58:16.122069

    		0.3 ms

  





  

    		2024-05-07 22:58:17.887383

    		-1.0 ms

  





  

    		2024-05-07 23:58:19.984673

    		0.2 ms

  





  

    		2024-05-08 00:58:21.750246

    		-1.2 ms

  





  

    		2024-05-08 01:58:24.751047

    		0.1 ms

  





  

    		2024-05-08 02:58:27.241315

    		-0.9 ms

  





  

    		2024-05-08 03:58:28.738035

    		1.5 ms

  





  

    		2024-05-08 04:58:30.991283

    		-0.6 ms

  





  

    		2024-05-08 05:58:34.260647

    		-0.7 ms

  





  

    		2024-05-08 06:58:37.438021

    		3.6 ms

  





  

    		2024-05-08 07:58:40.171312

    		1.8 ms

  





  

    		2024-05-08 08:58:41.717075

    		4.5 ms

  





  

    		2024-05-08 09:58:43.375652

    		2.1 ms

  





  

    		2024-05-08 10:58:46.330132

    		2.0 ms

  





  

    		2024-05-08 11:58:48.013162

    		-1.3 ms

  





  

    		2024-05-08 12:58:49.589673

    		-0.9 ms

  





  

    		2024-05-08 13:58:51.428701

    		0.7 ms

  





  

    		2024-05-08 14:58:53.91095

    		0.3 ms

  





  

    		2024-05-08 15:58:56.474178

    		1.0 ms

  





  

    		2024-05-08 16:58:58.086783

    		-0.8 ms

  





  

    		2024-05-08 17:58:59.857544

    		-1.9 ms

  





  

    		2024-05-08 18:59:02.840704

    		-0.4 ms

  





  

    		2024-05-08 19:59:04.474767

    		1.7 ms

  





  

    		2024-05-08 20:59:06.246456

    		2.7 ms

  





  

    		2024-05-08 21:59:07.773044

    		2.3 ms

  





  

    		2024-05-08 22:59:10.543349

    		-2.1 ms

  





  

    		2024-05-08 23:59:13.567518

    		-0.6 ms

  





  

    		2024-05-09 00:59:16.270058

    		-0.5 ms

  





  

    		2024-05-09 01:59:19.934484

    		0.9 ms

  





  

    		2024-05-09 02:59:22.356579

    		1.3 ms

  





  

    		2024-05-09 03:59:25.279703

    		-0.7 ms

  





  

    		2024-05-09 04:59:28.090874

    		0.8 ms

  





  

    		2024-05-09 05:59:31.033605

    		-0.7 ms

  





  

    		2024-05-09 06:59:33.852891

    		0.6 ms

  





  

    		2024-05-09 07:59:35.311625

    		3.3 ms

  





  

    		2024-05-09 08:59:39.663081

    		1.7 ms

  





  

    		2024-05-09 09:59:41.186935

    		-0.2 ms

  





  

    		2024-05-09 10:59:45.18224

    		1.5 ms

  





  

    		2024-05-09 11:59:46.841337

    		-1.2 ms

  





  

    		2024-05-09 12:59:50.344518

    		-0.1 ms

  





  

    		2024-05-09 13:59:52.045202

    		2.8 ms

  





  

    		2024-05-09 14:59:54.036483

    		0.9 ms

  





  

    		2024-05-09 15:59:56.929078

    		-0.2 ms

  





  

    		2024-05-09 16:59:58.864369

    		-2.2 ms

  





  

    		2024-05-09 18:00:01.684348

    		-0.5 ms

  





  

    		2024-05-09 19:00:03.661924

    		-1.1 ms

  





  

    		2024-05-09 20:00:05.129855

    		-0.8 ms

  





  

    		2024-05-09 21:00:07.246621

    		-2.3 ms

  





  

    		2024-05-09 22:00:09.335194

    		1.2 ms

  





  

    		2024-05-09 23:00:11.470089

    		-1.1 ms

  





  

    		2024-05-10 00:00:13.042689

    		-2.0 ms

  





  

    		2024-05-10 01:00:15.156315

    		0.2 ms

  





  

    		2024-05-10 02:00:18.545342

    		-0.5 ms

  





  

    		2024-05-10 03:00:20.655243

    		-0.1 ms

  





  

    		2024-05-10 04:00:23.380685

    		-1.4 ms

  





  

    		2024-05-10 05:00:25.47914

    		1.4 ms

  





  

    		2024-05-10 06:00:27.069694

    		-1.8 ms

  





  

    		2024-05-10 07:00:29.563112

    		1.2 ms

  





  

    		2024-05-10 08:00:32.295342

    		0.9 ms

  





  

    		2024-05-10 09:00:34.164398

    		2.3 ms

  





  

    		2024-05-10 10:00:36.632412

    		1.9 ms

  





  

    		2024-05-10 11:00:38.163851

    		0.4 ms

  





  

    		2024-05-10 12:00:40.258612

    		-0.4 ms

  





  

    		2024-05-10 13:00:41.869646

    		1.4 ms

  





  

    		2024-05-10 14:00:43.986648

    		3.8 ms

  





  

    		2024-05-10 15:00:46.332365

    		-1.3 ms

  





  

    		2024-05-10 16:00:48.131389

    		-0.5 ms

  





  

    		2024-05-10 17:00:49.918054

    		-3.5 ms

  





  

    		2024-05-10 18:00:53.068912

    		3.0 ms

  





  

    		2024-05-10 19:00:55.366185

    		0.1 ms

  





  

    		2024-05-10 20:00:57.91739

    		-4.8 ms

  





  

    		2024-05-10 21:01:00.046425

    		-5.7 ms

  





  

    		2024-05-10 22:01:02.514956

    		-5.0 ms

  





  

    		2024-05-10 23:01:04.166183

    		-1.3 ms

  





  

    		2024-05-11 00:01:06.081129

    		-0.4 ms

  





  

    		2024-05-11 01:01:07.93126

    		-1.4 ms

  





  

    		2024-05-11 02:01:10.701006

    		0.0 ms

  





  

    		2024-05-11 03:01:13.333886

    		1.3 ms

  





  

    		2024-05-11 04:01:15.058042

    		1.0 ms

  





  

    		2024-05-11 05:01:16.830439

    		1.3 ms

  





  

    		2024-05-11 06:01:18.368487

    		-0.1 ms

  





  

    		2024-05-11 07:01:20.601311

    		3.6 ms

  





  

    		2024-05-11 08:01:24.449137

    		3.9 ms

  





  

    		2024-05-11 09:01:26.986902

    		2.5 ms

  





  

    		2024-05-11 10:01:29.032659

    		-0.7 ms

  





  

    		2024-05-11 11:01:30.519896

    		0.4 ms

  





  

    		2024-05-11 12:01:33.659069

    		3.5 ms

  





  

    		2024-05-11 13:01:35.885901

    		2.3 ms

  





  

    		2024-05-11 14:01:38.635808

    		-1.9 ms

  





  

    		2024-05-11 15:01:40.557667

    		1.0 ms

  





  

    		2024-05-11 16:01:43.316529

    		-1.3 ms

  





  

    		2024-05-11 17:01:44.747016

    		-0.8 ms

  





  

    		2024-05-11 18:01:46.93539

    		-3.3 ms

  





  

    		2024-05-11 19:01:49.41018

    		-3.2 ms

  





  

    		2024-05-11 20:01:52.664061

    		-1.8 ms

  





  

    		2024-05-11 21:01:55.326805

    		0.3 ms

  





  

    		2024-05-11 22:01:56.855443

    		-1.0 ms

  





  

    		2024-05-11 23:01:59.099887

    		1.6 ms

  





  

    		2024-05-12 00:02:01.355855

    		-1.1 ms

  





  

    		2024-05-12 01:02:03.730238

    		2.0 ms

  





  

    		2024-05-12 02:02:06.535142

    		-3.1 ms

  





  

    		2024-05-12 03:02:08.586799

    		-0.7 ms

  





  

    		2024-05-12 04:02:10.542755

    		0.4 ms

  





  

    		2024-05-12 05:02:13.254769

    		-0.7 ms

  





  

    		2024-05-12 06:02:16.758901

    		-0.9 ms

  





  

    		2024-05-12 07:02:19.438264

    		2.4 ms

  





  

    		2024-05-12 08:02:21.978428

    		2.0 ms

  





  

    		2024-05-12 09:02:24.259657

    		0.6 ms

  





  

    		2024-05-12 10:02:26.034587

    		2.9 ms

  





  

    		2024-05-12 11:02:28.031544

    		-0.4 ms

  





  

    		2024-05-12 12:02:29.923709

    		0.4 ms

  





  

    		2024-05-12 13:02:32.423893

    		-0.9 ms

  





  

    		2024-05-12 14:02:35.539972

    		0.9 ms

  





  

    		2024-05-12 15:02:37.764275

    		-0.1 ms

  





  

    		2024-05-12 16:02:40.484603

    		0.7 ms

  





  

    		2024-05-12 17:02:43.445362

    		0.6 ms

  





  

    		2024-05-12 18:02:45.366162

    		-2.3 ms

  





  

    		2024-05-12 19:02:46.846507

    		-0.7 ms

  





  

    		2024-05-12 20:02:49.543478

    		-1.8 ms

  





  

    		2024-05-12 21:02:51.189698

    		-1.0 ms

  





  

    		2024-05-12 22:02:53.552072

    		-0.5 ms

  





  

    		2024-05-12 23:02:55.826868

    		0.8 ms

  





  

    		2024-05-13 00:02:58.421246

    		-0.3 ms

  





  

    		2024-05-13 01:03:00.16927

    		0.9 ms

  





  

    		2024-05-13 02:03:04.163459

    		0.8 ms

  





  

    		2024-05-13 03:03:06.474262

    		-2.3 ms

  





  

    		2024-05-13 04:03:08.209481

    		0.3 ms

  





  

    		2024-05-13 05:03:10.883741

    		-0.1 ms

  





  

    		2024-05-13 06:03:12.92507

    		0.9 ms

  





  

    		2024-05-13 07:03:14.541941

    		1.6 ms

  





  

    		2024-05-13 08:03:16.794944

    		0.6 ms

  





  

    		2024-05-13 09:03:18.574074

    		0.4 ms

  





  

    		2024-05-13 10:03:19.969339

    		-0.4 ms

  





  

    		2024-05-13 11:03:21.601626

    		0.3 ms

  





  

    		2024-05-13 12:03:23.629389

    		-0.4 ms

  





  

    		2024-05-13 13:03:25.862745

    		-0.3 ms

  





  

    		2024-05-13 14:03:27.491936

    		-0.2 ms

  





  

    		2024-05-13 15:03:28.985136

    		0.4 ms

  





  

    		2024-05-13 16:03:30.589399

    		-1.0 ms

  





  

    		2024-05-13 17:03:33.119038

    		1.4 ms

  





  

    		2024-05-13 18:03:37.010475

    		-0.7 ms

  





  

    		2024-05-13 19:03:38.81466

    		-0.4 ms

  





  

    		2024-05-13 20:03:40.383594

    		1.6 ms

  





  

    		2024-05-13 21:03:42.659281

    		-1.8 ms

  





  

    		2024-05-13 22:03:44.350048

    		-2.3 ms

  





  

    		2024-05-13 23:03:46.498408

    		-2.2 ms

  





  

    		2024-05-14 00:03:50.704226

    		1.7 ms

  





  

    		2024-05-14 01:03:53.113143

    		-0.7 ms

  





  

    		2024-05-14 02:03:54.620102

    		2.4 ms

  





  

    		2024-05-14 03:03:58.322154

    		-1.3 ms

  





  

    		2024-05-14 04:04:01.106429

    		-0.4 ms

  





  

    		2024-05-14 05:04:04.48802

    		-1.0 ms

  





  

    		2024-05-14 06:04:07.191567

    		1.4 ms

  





  

    		2024-05-14 07:04:08.654073

    		2.3 ms

  





  

    		2024-05-14 08:04:11.543502

    		3.2 ms

  





  

    		2024-05-14 09:04:13.424965

    		-0.1 ms

  





  

    		2024-05-14 10:04:15.437441

    		3.5 ms

  





  

    		2024-05-14 11:04:17.497354

    		2.5 ms

  





  

    		2024-05-14 12:04:19.156298

    		0.5 ms

  





  

    		2024-05-14 13:04:21.057481

    		1.1 ms

  





  

    		2024-05-14 14:04:22.691421

    		0.4 ms

  





  

    		2024-05-14 15:04:24.226922

    		4.8 ms

  





  

    		2024-05-14 16:04:27.297412

    		2.5 ms

  





  

    		2024-05-14 17:04:30.051382

    		1.6 ms

  





  

    		2024-05-14 18:04:32.450552

    		2.3 ms

  





  

    		2024-05-14 19:04:34.794277

    		2.1 ms

  





  

    		2024-05-14 20:04:37.446041

    		0.2 ms

  





  

    		2024-05-14 21:04:39.812719

    		0.3 ms

  





  

    		2024-05-14 22:04:41.20053

    		0.0 ms

  





  

    		2024-05-14 23:04:43.796748

    		2.0 ms

  





  

    		2024-05-15 00:04:45.647979

    		0.2 ms

  





  

    		2024-05-15 01:04:47.395255

    		-0.6 ms

  





  

    		2024-05-15 02:04:51.445304

    		0.9 ms

  





  

    		2024-05-15 03:04:53.043716

    		-1.7 ms

  





  

    		2024-05-15 04:04:56.305206

    		0.9 ms

  





  

    		2024-05-15 05:04:58.771516

    		1.3 ms

  





  

    		2024-05-15 06:05:01.268311

    		1.6 ms

  





  

    		2024-05-15 07:05:03.054046

    		2.1 ms

  





  

    		2024-05-15 08:05:04.599923

    		2.0 ms

  





  

    		2024-05-15 09:05:06.256711

    		0.6 ms

  





  

    		2024-05-15 10:05:08.055337

    		0.2 ms

  





  

    		2024-05-15 11:05:10.404006

    		1.0 ms

  





  

    		2024-05-15 12:05:11.846588

    		3.2 ms

  





  

    		2024-05-15 13:05:14.079457

    		0.3 ms

  





  

    		2024-05-15 14:05:16.303051

    		-0.4 ms

  





  

    		2024-05-15 15:05:17.761236

    		2.3 ms

  





  

    		2024-05-15 16:05:19.208939

    		1.6 ms

  





  

    		2024-05-15 17:05:20.849334

    		1.5 ms

  





  

    		2024-05-15 18:05:22.717534

    		-0.5 ms

  





  

    		2024-05-15 19:05:25.841327

    		-2.3 ms

  





  

    		2024-05-15 20:05:28.28167

    		-2.3 ms

  





  

    		2024-05-15 21:05:30.066531

    		-1.7 ms

  





  

    		2024-05-15 22:05:33.069859

    		0.7 ms

  





  

    		2024-05-15 23:05:35.17324

    		1.7 ms

  





  

    		2024-05-16 00:05:37.019111

    		0.0 ms

  





  

    		2024-05-16 01:05:38.787966

    		-2.4 ms

  





  

    		2024-05-16 02:05:40.922968

    		-2.8 ms

  





  

    		2024-05-16 03:05:42.999441

    		-3.6 ms

  





  

    		2024-05-16 04:05:46.276216

    		2.2 ms

  





  

    		2024-05-16 05:05:48.369671

    		2.8 ms

  





  

    		2024-05-16 06:05:50.971109

    		0.9 ms

  





  

    		2024-05-16 07:05:52.908996

    		0.9 ms

  





  

    		2024-05-16 08:05:55.549881

    		1.8 ms

  





  

    		2024-05-16 09:05:57.160644

    		3.5 ms

  





  

    		2024-05-16 10:05:59.188518

    		3.5 ms

  





  

    		2024-05-16 11:06:01.659028

    		1.1 ms

  





  

    		2024-05-16 12:06:03.234862

    		1.2 ms

  





  

    		2024-05-16 13:06:05.124974

    		-1.8 ms

  





  

    		2024-05-16 14:06:06.863377

    		-0.7 ms

  





  

    		2024-05-16 15:06:08.531024

    		1.4 ms

  





  

    		2024-05-16 16:06:10.623662

    		-0.5 ms

  





  

    		2024-05-16 17:06:13.886102

    		-2.4 ms

  





  

    		2024-05-16 18:06:16.202211

    		-0.1 ms

  





  

    		2024-05-16 19:06:19.65653

    		-2.5 ms

  





  

    		2024-05-16 20:06:22.816837

    		1.1 ms

  





  

    		2024-05-16 21:06:25.391516

    		-1.6 ms

  





  

    		2024-05-16 22:06:27.916942

    		-1.9 ms

  





  

    		2024-05-16 23:06:30.065912

    		-1.4 ms

  





  

    		2024-05-17 00:06:32.23693

    		-1.4 ms

  





  

    		2024-05-17 01:06:34.194886

    		-1.1 ms

  





  

    		2024-05-17 02:06:36.065181

    		-1.6 ms

  





  

    		2024-05-17 03:06:37.521077

    		-2.0 ms

  





  

    		2024-05-17 04:06:40.459393

    		-1.6 ms

  





  

    		2024-05-17 05:06:44.603113

    		-0.7 ms

  





  

    		2024-05-17 06:06:47.279105

    		-0.8 ms

  





  

    		2024-05-17 07:06:48.992609

    		-0.4 ms

  





  

    		2024-05-17 08:06:51.143569

    		3.3 ms

  





  

    		2024-05-17 09:06:53.702806

    		2.3 ms

  





  

    		2024-05-17 10:06:55.329445

    		-0.5 ms

  





  

    		2024-05-17 11:06:56.854502

    		0.6 ms

  





  

    		2024-05-17 12:06:59.039901

    		0.0 ms

  





  

    		2024-05-17 13:07:00.924056

    		0.7 ms

  





  

    		2024-05-17 14:07:02.801081

    		0.5 ms

  





  

    		2024-05-17 15:07:05.737451

    		-0.3 ms

  





  

    		2024-05-17 16:07:08.019391

    		1.8 ms

  





  

    		2024-05-17 17:07:09.819798

    		-1.0 ms

  





  

    		2024-05-17 18:07:12.435463

    		-0.7 ms

  





  

    		2024-05-17 19:07:15.26007

    		-1.1 ms

  





  

    		2024-05-17 20:07:17.124388

    		-2.2 ms

  





  

    		2024-05-17 21:07:19.627738

    		-1.0 ms

  





  

    		2024-05-17 22:07:22.128821

    		1.8 ms

  





  

    		2024-05-17 23:07:23.812583

    		0.6 ms

  





  

    		2024-05-18 00:07:26.036751

    		0.9 ms

  





  

    		2024-05-18 01:07:27.897459

    		-1.4 ms

  





  

    		2024-05-18 02:07:29.980044

    		-0.5 ms

  





  

    		2024-05-18 03:07:31.532345

    		-2.8 ms

  





  

    		2024-05-18 04:07:33.050021

    		-2.3 ms

  





  

    		2024-05-18 05:07:36.501855

    		0.5 ms

  





  

    		2024-05-18 06:07:39.170866

    		1.6 ms

  





  

    		2024-05-18 07:07:42.057905

    		1.1 ms

  





  

    		2024-05-18 08:07:45.110525

    		2.0 ms

  





  

    		2024-05-18 09:07:48.42081

    		1.0 ms

  





  

    		2024-05-18 10:07:51.013245

    		-0.2 ms

  





  

    		2024-05-18 11:07:52.659441

    		1.2 ms

  





  

    		2024-05-18 12:07:55.035115

    		-0.8 ms

  





  

    		2024-05-18 13:07:56.720004

    		0.8 ms

  





  

    		2024-05-18 14:07:58.621201

    		-0.8 ms

  





  

    		2024-05-18 15:08:00.261824

    		0.1 ms

  





  

    		2024-05-18 16:08:01.963626

    		0.3 ms

  





  

    		2024-05-18 17:08:04.585809

    		-0.5 ms

  





  

    		2024-05-18 18:08:08.095013

    		-0.3 ms

  





  

    		2024-05-18 19:08:11.567896

    		2.0 ms

  





  

    		2024-05-18 20:08:13.343079

    		-1.2 ms

  





  

    		2024-05-18 21:08:14.92517

    		-1.0 ms

  





  

    		2024-05-18 22:08:17.774063

    		-0.8 ms

  





  

    		2024-05-18 23:08:20.287049

    		-1.9 ms

  





  

    		2024-05-19 00:08:22.262387

    		-1.1 ms

  





  

    		2024-05-19 01:08:23.959544

    		-1.7 ms

  





  

    		2024-05-19 02:08:27.489021

    		-0.8 ms

  





  

    		2024-05-19 03:08:30.019327

    		0.5 ms

  





  

    		2024-05-19 04:08:31.633638

    		-1.0 ms

  





  

    		2024-05-19 05:08:34.474362

    		0.2 ms

  





  

    		2024-05-19 06:08:36.012198

    		-0.9 ms

  





  

    		2024-05-19 07:08:37.539778

    		0.5 ms

  





  

    		2024-05-19 08:08:39.498703

    		0.6 ms

  





  

    		2024-05-19 09:08:41.05347

    		3.4 ms

  





  

    		2024-05-19 10:08:43.042272

    		1.7 ms

  





  

    		2024-05-19 11:08:45.389028

    		2.8 ms

  





  

    		2024-05-19 12:08:47.963099

    		2.9 ms

  





  

    		2024-05-19 13:08:49.95828

    		2.9 ms

  





  

    		2024-05-19 14:08:51.457188

    		1.1 ms

  





  

    		2024-05-19 15:08:54.794751

    		1.5 ms

  





  

    		2024-05-19 16:08:56.545895

    		2.3 ms

  





  

    		2024-05-19 17:08:58.973062

    		1.4 ms

  





  

    		2024-05-19 18:09:01.958013

    		0.5 ms

  





  

    		2024-05-19 19:09:03.909694

    		-0.1 ms

  





  

    		2024-05-19 20:09:07.345707

    		1.2 ms

  





  

    		2024-05-19 21:09:09.340489

    		0.5 ms

  





  

    		2024-05-19 22:09:10.989141

    		-1.1 ms

  





  

    		2024-05-19 23:09:13.279562

    		2.0 ms

  





  

    		2024-05-20 00:09:15.188151

    		-1.7 ms

  





  

    		2024-05-20 01:09:17.684477

    		-1.7 ms

  





  

    		2024-05-20 02:09:20.127056

    		-0.6 ms

  





  

    		2024-05-20 03:09:22.671159

    		-1.1 ms

  





  

    		2024-05-20 04:09:26.234969

    		-1.5 ms

  





  

    		2024-05-20 05:09:29.021599

    		1.4 ms

  





  

    		2024-05-20 06:09:30.798338

    		-0.6 ms

  





  

    		2024-05-20 07:09:32.462857

    		-0.2 ms

  





  

    		2024-05-20 08:09:35.766631

    		0.1 ms

  





  

    		2024-05-20 09:09:37.41843

    		-0.3 ms

  





  

    		2024-05-20 10:09:39.738231

    		2.3 ms

  





  

    		2024-05-20 11:09:41.339841

    		2.0 ms

  





  

    		2024-05-20 12:09:43.462183

    		4.5 ms

  





  

    		2024-05-20 13:09:45.199554

    		0.9 ms

  





  

    		2024-05-20 14:09:46.828582

    		0.0 ms

  





  

    		2024-05-20 15:09:48.877933

    		2.7 ms

  





  

    		2024-05-20 16:09:50.473038

    		-2.3 ms

  





  

    		2024-05-20 17:09:52.27838

    		-0.5 ms

  





  

    		2024-05-20 18:09:53.784903

    		-0.7 ms

  





  

    		2024-05-20 19:09:55.780876

    		1.0 ms

  





  

    		2024-05-20 20:09:57.394025

    		3.0 ms

  





  

    		2024-05-20 21:09:59.848665

    		2.3 ms

  





  

    		2024-05-20 22:10:01.932874

    		1.5 ms

  





  

    		2024-05-20 23:10:03.511455

    		-1.6 ms

  





  

    		2024-05-21 00:10:05.850341

    		-5.4 ms

  





  

    		2024-05-21 01:10:09.734758

    		-1.1 ms

  





  

    		2024-05-21 02:10:11.338228

    		-1.7 ms

  





  

    		2024-05-21 03:10:12.961864

    		0.4 ms

  





  

    		2024-05-21 04:10:15.533867

    		1.4 ms

  





  

    		2024-05-21 05:10:18.067671

    		1.4 ms

  





  

    		2024-05-21 06:10:20.499655

    		2.9 ms

  





  

    		2024-05-21 07:10:22.712861

    		0.2 ms

  





  

    		2024-05-21 08:10:24.388559

    		1.3 ms

  





  

    		2024-05-21 09:10:26.184271

    		1.3 ms

  





  

    		2024-05-21 10:10:27.983599

    		3.0 ms

  





  

    		2024-05-21 11:10:30.308999

    		0.5 ms

  





  

    		2024-05-21 12:10:31.975533

    		-1.3 ms

  





  

    		2024-05-21 13:10:33.450256

    		1.4 ms

  





  

    		2024-05-21 14:10:34.883845

    		1.6 ms

  





  

    		2024-05-21 15:10:37.110792

    		2.1 ms

  





  

    		2024-05-21 16:10:38.701754

    		1.3 ms

  





  

    		2024-05-21 17:10:41.105226

    		3.4 ms

  





  

    		2024-05-21 18:10:44.84187

    		-0.9 ms

  





  

    		2024-05-21 19:10:46.594266

    		-0.4 ms

  





  

    		2024-05-21 20:10:48.751615

    		-0.8 ms

  





  

    		2024-05-21 21:10:50.749746

    		0.7 ms

  





  

    		2024-05-21 22:10:53.447214

    		1.5 ms

  





  

    		2024-05-21 23:10:56.621102

    		-0.9 ms

  





  

    		2024-05-22 00:10:59.517036

    		-0.5 ms

  





  

    		2024-05-22 01:11:01.429078

    		-1.9 ms

  





  

    		2024-05-22 02:11:04.077699

    		-0.3 ms

  





  

    		2024-05-22 03:11:06.66983

    		-1.1 ms

  





  

    		2024-05-22 04:11:08.885341

    		-1.5 ms

  





  

    		2024-05-22 05:11:10.824981

    		-1.4 ms

  





  

    		2024-05-22 06:11:12.558875

    		-0.4 ms

  





  

    		2024-05-22 07:11:14.301905

    		0.2 ms

  





  

    		2024-05-22 08:11:16.294794

    		1.0 ms

  





  

    		2024-05-22 09:11:17.91153

    		2.9 ms

  





  

    		2024-05-22 10:11:19.848967

    		-0.5 ms

  





  

    		2024-05-22 11:11:21.450899

    		2.7 ms

  





  

    		2024-05-22 12:11:23.028288

    		2.1 ms

  





  

    		2024-05-22 13:11:24.764367

    		5.6 ms

  





  

    		2024-05-22 14:11:26.419223

    		-0.7 ms

  





  

    		2024-05-22 15:11:28.207105

    		0.3 ms

  





  

    		2024-05-22 16:11:30.410877

    		2.6 ms

  





  

    		2024-05-22 17:11:32.809845

    		-1.1 ms

  





  

    		2024-05-22 18:11:34.627948

    		0.4 ms

  





  

    		2024-05-22 19:11:38.404425

    		1.3 ms

  





  

    		2024-05-22 20:11:40.940819

    		1.2 ms

  





  

    		2024-05-22 21:11:43.088644

    		-2.5 ms

  





  

    		2024-05-22 22:11:45.419261

    		-0.1 ms

  





  

    		2024-05-22 23:11:47.296798

    		-3.0 ms

  





  

    		2024-05-23 00:11:50.250109

    		-2.5 ms

  





  

    		2024-05-23 01:11:51.891661

    		-1.5 ms

  





  

    		2024-05-23 02:11:53.742789

    		-1.4 ms

  





  

    		2024-05-23 03:11:56.64568

    		-0.4 ms

  





  

    		2024-05-23 04:11:59.218664

    		0.8 ms

  





  

    		2024-05-23 05:12:02.14552

    		0.3 ms

  





  

    		2024-05-23 06:12:04.790327

    		2.4 ms

  





  

    		2024-05-23 07:12:06.287294

    		5.2 ms

  





  

    		2024-05-23 08:12:07.868432

    		1.9 ms

  





  

    		2024-05-23 09:12:09.466164

    		-0.6 ms

  





  

    		2024-05-23 10:12:11.500835

    		1.7 ms

  





  

    		2024-05-23 11:12:13.152282

    		-0.2 ms

  





  

    		2024-05-23 12:12:14.776332

    		-1.1 ms

  





  

    		2024-05-23 13:12:16.697602

    		1.1 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-05-22 19:35:56.82 UTC

    		90.235.24.253

    		Johan Berfenstam (JB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-22 19:36:18.849 UTC

    		90.235.24.253

    		Johan Berfenstam (JB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 06:14:11.503 UTC

    		178.255.115.143

    		Alf Göransson (AG) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 06:15:11.599 UTC

    		178.255.115.143

    		Alf Göransson (AG) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 06:26:21.383 UTC

    		217.213.143.255

    		Caroline Berg (CB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 06:26:53.003 UTC

    		217.213.143.255

    		Caroline Berg (CB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 06:26:57.053 UTC

    		82.209.176.10

    		Johan Fant (JF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 06:27:50.309 UTC

    		82.209.176.10

    		Johan Fant (JF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 10:06:06.168 UTC

    		90.233.193.178

    		Fredrik Wirdenius (FW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 10:07:07.98 UTC

    		90.233.193.178

    		Fredrik Wirdenius (FW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 10:43:53.379 UTC

    		92.33.30.20

    		Ingalill Berglund (IB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 10:44:35.331 UTC

    		92.33.30.20

    		Ingalill Berglund (IB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 12:35:25.413 UTC

    		92.33.30.20

    		Antonia Ax:son Johnson (AAJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 12:36:21.985 UTC

    		92.33.30.20

    		Antonia Ax:son Johnson (AAJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  

  

    		2024-05-23 13:17:21.819 UTC

    		147.161.188.101

    		Katrine Söderberg (KS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-05-23 14:08:22.408 UTC

    		147.161.188.101

    		Katrine Söderberg (KS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-05-13 15:38:40 UTC.

  









